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a CANADIAN SECURITY INTELLIGENCE SERVICE publication 


Report # 2000/01 


TRENDS IN TERRORISM 


This paper uses open sources to examine any topic with the 
potential to cause threats to public safety or national security. 


INTRODUCTION 


J The 22nd of July, 1999, may have marked the thirty-first anniversary of modern international 
terrorism. On that date in 1968, three members of the Popular Front for the Liberation of Palestine 
(PFLP) hijacked an El Al Boeing 707, en route from Rome to Tel Aviv, carrying ten crew and 38 
passengers. The aircraft was flown to Algiers’ Dar al-Bayda Airport, where lengthy negotiations were 
undertaken for the eventual release of passengers, crew, aircraft and hijackers. The incident is widely 
regarded as a principal initiator of the deadly continuum of international terrorist attacks which have 
exerted significant political influence during the past three decades. 


2: An early and ongoing victim of terrorism, the commercial airlines industry has been a focus of 
domestic and international incidents. Initially, attacks against aircraft demonstrated publicity value, often 
achieved their aim, and proved attractive to state sponsors. The industry responded in a positive and 
responsible manner by implementing security improvements and fostering international protective 
cooperation. Hijacking and armed attacks occur less frequently in today’s world — a measure of 
improved defensive awareness — although still posing a risk in locations where preventive measures are 
not stringently observed. A greater danger today lies in the sabotage or bombing of commercial aircraft, 
a menace which will only diminish in the face of constantly improving security precautions. 


3. The changing threat to the airlines industry underscores the dynamic nature of terrorism. 
Motivations, targeting, strategy, tactics — even logistics — continue to evolve, in keeping with efforts on 
the part of security agencies to meet the challenges and to stay ahead of the dangers. Terrorist atrocities 
in Algeria, characterized by the horrific slaughter of women and children; bombs hidden aboard a train in 
Pakistan which claimed 23 lives and injured 75 others; and the deaths of more than 260 persons as the 
result of truck-bomb explosions at the US Embassies in Nairobi, Kenya, and Dar-es-Salaam, Tanzania, 
are reminders that terrorists retain the determination and ability to strike ruthlessly at a broad range of 
targets in many locations. 


4. A multifaceted phenomenon, terrorism demands extraordinary domestic and international 
collaboration to combat the hazards it presents. Over the past 10 years, improved intergovernmental 
cooperation has contributed to a notable drop in the number of international terrorist incidents.’ Despite 
the reduction in incidents, terrorist violence in many parts of the world will continue to promote an 
uncertain security environment, and will remain an ongoing threat to international and domestic stability 
and to the lives and livelihood of hundreds of innocents. 


DISCUSSION 


5. Motivation. Originally reflecting a largely left-wing ideological foundation, today’s terrorists 
are increasingly likely to be motivated by campaigns of ethnic nationalism or religious extremism, Often 
the two go hand in hand, such as the aspirations of Sikh militants for an independent state of Khalistan or 
the fundamentalist Egyptian Islamic Jihad (ElJ), which secks to establish an Islamic state in Egypt. 


' Patterns of Global Terrorism, the US State Department publication, acknowledges that the number of incidents for 1998 
represented the lowest annual totals recorded since 1971. On the other hand, over 700 killed and around 6,000 wounded in 1998 


represented a record high number of casualties in one year. 
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6. Religious Extremism. \slamic extremists literally pose the largest danger in terms of religious 
terrorism. In part an outcome of magnitude of numbers and Islam’s global reach, it is also because, 
unlike the cohesive grouping of the past, many militant Islamists are individuals who do not owe 
allegiance to any particular organization, making identification and trace checks very difficult. Sunni 
terrorists, such as Ramzi Yousef, convicted in the New York Trade Center bombing, tend to be 
representative of this trend, whereas Shi’a terrorists continue to pursue their goals in a more collective 
fashion, obtaining direction and support from Iran. Although the Sunni-Shi’a schism remains, some 
cooperation between members of the two branches of Islam has been evident. 


a Muslim terrorists are often Mujahadeen, devoted to Islam and committed to Jihad, (“Holy War’), 
possessing combat experience of such locations as Afghanistan, Bosnia, and Chechnya. Well-schooled in 
handling weapons, explosives and communications equipment, they know the value of the Internet, fax 
machines, cellular telephones and encryption. Increasingly sophisticated and willing travellers, they have 
access to excellent false documentation and international contacts, and can blend easily into a local 
émigré community, where they can plan and execute attacks without being readily identified. It is their 
nebulous, unstructured characteristics, combined with zealous dedication, which contribute in large 
measure to the menace they present. Osama bin Laden is one such extraordinary example, made several 
limes more dangerous by virtue of his immense wealth, personal capabilities, and charisma. 


8. Extremist militants of other faiths also have an involvement in terrorist violence and must not be 
ignored. Christian religious groups, such as the Aryan Nations, are active in North America, and are 
becoming more closely associated with the Militia Movement. The Jewish Defence League maintains a 
presence in North America as well, but it is in Israel and the Occupied Territories where the combination 
of nationalism and religious fervour manifests itself in acts of Jewish terrorism. 


9. Nationalism. Ethnic nationalism continues to be a significant motivational factor in a number of 
terrorism campaigns, some of which are long-standing (Northern Ireland, Basques, Palestinians, Kurds) 
and others which are relatively recent (Uighers, Timorese, Achenese). Individually or in combinations, 
nationalism-separatism-irridentism have demonstrated a notable resurgence since the collapse of the 
former Soviet Union (FSU); several states currently experiencing politically motivated violence were 
previously members of the FSU or communist entities. Ideology does play a role in some nationalist 
movements, but the more usual accompaniment is religious fundamentalism. Strong religious beliefs and 
nationalist-separatist goals represent a particularly effective motivational combination. 


10. Ideology. The role of ideology has not been completely overtaken by the influence of religion. 
A number of left-wing movements continue to exist, such as the Turkish Revolutionary People’s 
Liberation Party - Front (DHKP-C), the Peruvian Sendero Luminoso (Shining Path), and the Naxalites of 
India. Animal-Rights supporters and Environmentalists — the Issue Groups — tend to be found on the left 
of the political spectrum, as well. Right-wing motivation is much more prevalent, however. Racist 
groups, typified by the Ku Klux Klan, the UK’s Combat- 18 (C-18) and various skinhead aggregations 
(the latter especially prevalent in Germany) form the core of the right-wing movement. Many of the 
Christian extremist movements are strongly right-wing in nature, as are groups which form the Militia 
Movement in North America. 


ie State sponsorship. State sponsorship of terrorism remains a significant concern. Support by 
state sponsors through funding, safe haven, weapons and logistics is important to the operation of many 
terrorist organizations. The US State Department continues to list the governments of Iran, Cuba, Iraq, 
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Libya, Sudan, Syria, and North Korea as state sponsors of terrorism. International cooperation against 
terrorism, however, in conjunction with political realities and economic difficulties, has been successful 
in reducing the global level of state sponsorship. Notwithstanding the positive gains, the curtailment of 
State support in some cases has induced terrorists to turn to purely criminal enterprises for fundraising 
purposes, including involvement with narcotics trafficking. 


12. Targeting and Methodology. Improved international cooperation against terrorism and 
strengthened security for diplomatic and military facilities have prompted a shift in terrorist targeting and 
methodology: 


- random attacks on tourists and the deliberate killing of foreign-aid and NGO workers are 
disturbing trends; 


- incidents of kidnapping and hostage-taking have become frequent occurrences in South 
America and the former Sovict Union; 


- terrorist attacks focused on economic infrastructures can be expected to continue, 
including those related to energy distribution, transportation, banking and tourism; 


- hoaxes, particularly bomb threats, have been employed on occasion to seriously disrupt 
transportation and tourism, causing significant local impact, 


- the Internet is becoming a resource more frequently used by terrorists as a means to 
access information, spread propaganda, raise funds, communicate, and plan operations; 
and 


- the possibility of a terrorist threat involving government and commercial computer- 
driven applications is a growing concern.’ 


13) The gun and the bomb retain the lead as favoured methods of terrorist assault, as witnessed by the 
shooting death of former provincial governor Hakim Said in Pakistan and the grenade attack against an 
Israeli bus stop in Beersheba. Vehicle bombs have proven a particularly attractive medium for terrorists, 
in part because the trend in recent years has been toward high casualty, indiscriminate targeting, and in 
part because of ease of manulacture, delivery, capacity, and lethality, with instructions on the Internet and 
components widely available. Threats and incidents of suicide attacks have increased in some regions, 
such as the Middle East and Sri Lanka, and are likely to be repeated. 


14. One of the first uses of a chemical nerve agent in a terrorist attack, by the Aum Shinri Kyo cult in 
Tokyo in 1995, has been widely viewed as the crossing of a threshold. Itis a theory reinforced by 
evidence uncovered recently to the effect that Osama bin Laden is interested in chemical and biological 
weaponry. The Tokyo attack has evoked a number of serious concerns, among which are fears that: 


Adequate security to protect against hacker-type inroads and cyberattacks remains a never-ending battle of technology. A 
concerted terrorist assault on computer networks could bring down communications and power grids in a manner reminiscent of 
the North American winter ice-storm of 1998, and could create havoc in the business community. Similarly, the physical 
destruction of critical computer networks could seriously cripple key global commercial infrastructures such as air transport, 


stock markets and exchanges, and international banking. 
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- some terrorists may now consider public indifference to be such that a more spectacular 
incident involving a higher casualty rate is necessary to attract attention; 


- the effectiveness of improved securily measures may prompt terrorists to seck a different 
method of conducting an attack; and 


- a group may have reached a stage of frustration and sense of impotence such that it will 
pursue any avenue in attempts to achieve its goal. 


The approach of the Millennium is considered to raise the potential for independent action by individuals 
with extreme beliefs, especially those associated with cults, increasing the possible resort to a chemical, 
biological or nuclear radiation device. 


15. The use of a nuclear weapon remains the least likely scenario, given current levels of security 
surrounding nuclear weapons and the undoubted reluctance of any state to support the use of such a 
weapon for terroristic purposes. The dispersal of a radioactive substance in a terrorist incident does 
remain a possibility. Nonetheless, despite the seemingly advantageous potential of nuclear, chemical or 
biological methodology, conventional weapons are still considered to be favoured by terrorists, 
principally because of familiarity and ease of use. 


16. Future casualty rates associated with domestic and international terrorist incidents will vary. 
Generally more frequent, domestic incidents are usually the result of a shooting or bombing attack 
directed against security forces or specific civilian opponents; such incidents produce smaller numbers of 
casualties. Occasionally the numbers of casualties are higher, such as an incident aboard commercial 
transportation, or one involving a car-bomb or an explosive device placed in a crowded area, as was the 
case in the bombing of the Murrah Building in Oklahoma City. International incidents are characterized 
by large-scale casualties because the incidents, although less frequent, are designed to achieve maximum 
publicity and shock effect. 


GLOBAL REVIEW 


wie The United States will continue to be the major target of international terrorist activity. Despite 
Canada’s relatively high-profile military involvement in the former Yugoslavia and in the Gulf, Canada 
and Canadians remain fortunate in recently not having been targeted by terrorists. Canadians abroad, 
however, must recognize the risk of being in the wrong place at the wrong time and, because of physical 
similarities, of being mistaken for Americans. 


18. Activities associated with the historic Northern Ireland peace agreement, signed in May 1998, at 
first made encouraging progress, but then encountered difficulties. Elections of the new, 108-seat power- 
sharing legislative assembly were completed, with David Trimble, a Protestant unionist, elected First- 
Minister, and Seamus Mallon, a Catholic nationalist, Deputy First-Minister. Contentious issues remain, 
including disarmament, but participants have indicated their determination to make the peace agreement a 
SUCCESS. 


19, Rogue elements such as the Irish National Liberation Army (INLA), the Continuity Irish 
Republican Army (CIRA), and the Real Irish Republican Army (RIRA) still pose a deadly security threat. 
The RIRA claimed responsibility for the 15 August 1998 car-bomb in Omagh, which claimed 29 lives 
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and wounded 330, making it the worst single attack in Northern Ireland since 1969. However, INLA 
called a truce in late August and RIRA declared a complete cessation of military activity in September; 
both the major loyalist groups, the Ulster Defence Association (UDA) and the Ulster Volunteer Force 
(UVF) announced a joint ceasefire in 1994, The CIRA remains the only group not to have indicated a 
cessation of hostilities. 


20. Across the Channel in France, risks remain from the spillover of the Algerian strife. In an 
unfortunate example of being in the wrong place at the wrong time, a Montreal woman was one of four 
people killed and her husband one of dozens injured when a bomb believed planted by Algerian 
extremists exploded in December 1996 on the Paris Metro. 


a. Although its ranks have been drastically thinned as a consequence of cooperative efforts between 
the Spanish and French security forces, the Basque separatist group ETA continues to pose a serious 
threat in Spain. Popular support for the terrorist group has waned, however, especially in the wake of a 
series of killings of municipal officials; ETA murdered three representatives of Partido Popular, Spain’s 
ruling party, during the first two months of 1998. A particularly brutal and horrific incident was the 
slaying of municipal councillor Alberto Jimenez Becerril and his wife as they returned from a dinner 
party in Seville. 


pS ETA declared a ceasefire in mid-September 1998, but announced recently that the ceasefire 
would end in December, 1999. Earlier in the year, three small bomb attacks in Madrid were claimed by 
the October First Anti-Fascist Resistance Group (GRAPO), a radical Marxist group which had been 
inactive for several years. 


23. In Germany, right-wing extremists, especially racially motivated elements, continue to foment 
disturbances and conduct arson attacks against immigrant workers and refugees. 


24. The shadowy 17 November terrorist organization, which surfaces with attacks in Athens from 
lime to time, continues to elude authorities. Anti-government, anti-NATO, anti-Turkish, and anti- 
American, the group has murdered a number of American diplomatic personnel and Greek officials over 
the past twenty years. 


det Despite the arrest of Kurdish Workers Party (PKK) leader, Abdullah “Apo” Ocalan, Turkish 
security forces remain concerned with an ongoing threat of terrorist violence from the PKK, as well as 
from several smaller left-wing groups such as the Communist DHKP-C. Bombings have occurred 
sporadically in Istanbul and Ankara, frequently intended to adversely influence the tourist trade. 


26. Across the Mediterranean, in North Africa, the Algerian Armed Islamic Group (GIA) continues 
its anti-regime campaign of bombings within major cities, especially Algiers, as well as conducting 
horrific attacks against villagers, often characterized by the slitting of throats or decapitation. Women 
and children are not spared in the attacks. 


ci In Egypt, incidents involving security forces and domestic terrorists in the Upper Nile Valley 
occur intermittently — also partly designed to have an adverse impact on the tourist trade with the intent of 
damaging the Egyptian economy. As well, occasional attacks are directed toward Coptic Christians in an 
attempt to introduce a split between the two religious communities. 
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28. The threat and reality of terrorist attacks, as evidenced by the suicide bombings in Jerusalem, 
continue in Israel and the Occupied Territories and are conducted by groups such as Hamas and the 
Palestine Islamic Jihad that oppose the peace proposals. Unless some remarkable progress is achieved in 
the peace process, the situation is unlikely to change for the better. 


29, Ongoing factional rivalry between Shi’ite and Sunni Muslim groups is characteristic of terrorist 
incidents in Pakistan, most of which feature drive-by shootings conducted from the back of motorcycles. 
The totals, however, are substantively down from last year. Associated from a regional perspective, the 
activities of Osama bin Laden, emanating from Afghanistan, threaten Western (principally US) 
individuals and interests throughout the Sub-Continent, the Middle East, and Africa. He will continue his 
efforts to strike Western targets wherever and whenever opportunity permits. 


30. Several recent bombing incidents aboard buses and trains in India suggest an attempt to revive 
the spectre of Sikh terrorism, while others are related to the ongoing separatist-inspired strife in Kashmir 
or that of the Bodo tribes in Assam. 


alk Evidence of Uigher separatist aspirations and unrest surfaced in Western China, with at least 
three bomb explosions on buses in Xinjiang and Beijing which reportedly killed nine people and injured 
eight others. 


32: Overall, extremist unrest in Latin America has lessened markedly. The majority of incidents are 
confined to Colombia and Peru. A high risk exists in Colombia associated with the kidnapping of 
Westerners, especially businessmen. In Peru, both the Tupac Amaru and the Shining Path retain their 
highly dangerous status, despite extraordinary successes by the security forces such as the storming of the 
Japanese Ambassador’s residence in Lima to free the hostages held by the MRTA. 


NORTH AMERICAN INTERESTS 


33: Like other democratic nations in the developed world, Canada is inherently vulnerable to acts of 
terrorism. Incidents associated with conflicts abroad and transferred to the Canadian environment are 
termed homeland issues, and underlie the major concerns about terrorism affecting Canada today. 


34. For a number of reasons, Canada is an attractive venue for terrorists. Long borders and 
coastlines offer many points of entry which can facilitate movement to and from various sites around the 
world, particularly the United States. As a wealthy industrial society, Canada is an excellent location in 
which to raise money in the name of causes abroad. The nation accepts large numbers of immigrants and 
refugees, and consequently has significant émigré communities which can be a source of haven and 
support. 


35: Many of the world’s terrorist groups have a presence in Canada, where they engage in a variety 
of activities in support of terrorism, including: 


_ logistical support for offshore terrorism through efforts to obtain weapons and equipment 
to be shipped abroad, such as electrical detonators for explosives, or remote-control 
devices that can be adapted for use in the remote detonation of bombs. In one case, a 
Canadian was involved in an attempt to purchase a Stinger missile for PIRA; 
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attempts to establish an operational support base in Canada, to enable groups to send in 
hit teams for attacks on targets of opportunity; 


= fundraising, advocacy, propaganda. For example, not long ago members of the Kurdish 
PKK tricd to enter Canada illegally to carry out a leadership, propaganda and fundraising 
role; 


= intimidation and manipulation of Canadian citizens in émigré communities to support 
activities for homeland issues; 


_ a safe haven for terrorists. The recent case of the Saudi Arabian, Hani al-Sayegh, 
implicated in the Al Khobar bombing, provides one example of this trend; 


- use of Canada as a base to arrange and direct terrorist activities in other countries. This is 
a particular problem with some members of Sikh terrorist groups whose leaders continue 
to endeavour to use Canada as their headquarters; and 


= raising money through illegal activitics. Tamil Tiger supporters have been accused of 
raising money through intimidation and the manufacture and sale of false passports and 
documentation. 


36. Authorities have been reasonably successful in thwarting the growth of right-wing extremism 
across the North American continent, but the activities of some groups continue to pose a substantial 
threat. The Militia Movement, for example, while not established in Canada, has endeavoured to expand 
northward — a cache of weapons and equipment belonging to an American group was discovered in 
British Columbia. 


ot The extreme right — the racist skinheads and neo-Nazis — comprises a number of different 
factions without a central leadership, which in itself contributes to their unpredictability. Overall, the 
security concerns stem not so much from their numbers as from the few unpredictable ones willing to 
commit extreme acts of violence for their cause. Use of the Internet facilitates communication, 
coordination and recruiting, and both individuals and groups are beginning to become aware of the 
benctits of encrypting their messages. 


38. Aligned in somewhat the same fashion, but with a rather more left-wing approach, are the Single 
Issue extremists who include environmentalists and animal-rights groups. Although a small element in 
Canada, they can be dangerous and destructive. Among their activities have been: 


- tree-spiking, equipment damage, and the spraying of noxious substances in public 
buildings in attempts to forestall logging operations, and 


~ the mailing of pipe bombs and letters containing razor blades, allegedly tainted with 
poisonous substances, to scientists, taxidermists and hunting outfitters, as well as the 
extremely costly release of furbearing animals from commercial premises and threats of 
poisoned turkeys in supermarkets during major holidays, all in support of the animal- 
rights movement. 


8 


Close links exist among environmentalists and animal-rights extremists around the world. The 
movements use the Internet for communication and publicity, as well as publishing newsletters and 
handbooks which contain instructions on how to conduct civil disobedience, vandalism and sabotage, 
(“ecotage”, as it is known to environmentalists), some of which is extremely dangerous. 


CONCLUSION 


39; The foregoing reasons, alone, require that Canada remain alert to, and cognizant of, the threat of 
terrorism both from the domestic and the global perspective. The downward trend in the number of 
international incidents of terrorism as noted in recent years has resulted, in part, from the combination of: 


= much improved international cooperation to combat terrorism, such as the sharing of 
intelligence; 


= a decrease in the level of state sponsorship; 
= improved security arrangements in some countries; and, 
- positive changes within a number of political and economic climates. 


However, an optimistic long-term projection should not be entertained — the utility and attraction of 
terrorism as a political and foreign policy tool, as well other issues such as irrational behaviour on the 
part of some individuals, cultural factors, and the desire for revenge could bring about a renewal of 
attacks. The influence of the Millennium and Y2K-related events may also contribute to an increase in 
the frequency and nature of terrorist attacks, especially in Western countries with highly sophisticated 
infrastructures. 


40. A significant portion of Canada’s response to the threat of terrorism has been to foster, and to 
participate in, international cooperative efforts. Canada has hosted and attended many conferences 
devoted to the problem of terrorism: the Halifax G-7, the Ottawa ministerial meeting, the extraordinary 
Sharm el-Sheikh Heads of Government meeting, as well as others in Lima, the Philippines, Tokyo, Paris, 
and recently, Denver, Colorado. Bilateral and multilateral cooperation is growing rapidly among our 
respective securily agencies. . 


41. International cooperation is one important avenue to be followed in the battle against terrorism. 
The dynamic nature of the phenomenon, and the increasing technical and practical experience of those 
who embrace the use of political violence, however, demand a broad and sophisticated response on the 
part of counterterrorism forces. The role of intelligence is a major factor in combatting terrorism and one 
which is beginning to produce impressive results. Increased collaboration within the intelligence 
community is an outcome of bilateral and multilateral arrangements. A fostering of such mutually 
beneficial activitics is an effective means of responding to the diverse threats posed by terrorism. 


42. Canada has a history of spillover effects from conflicts based in other countries — the “homeland 
issue” influence. Research indicates that ethnopolitical violence remains at historically high levels. 
Although the numbers of international terrorist incidents were down in 1997/98, they can rise again 
without warning in any given year. Incidents of domestic terrorism will remain at high levels as well. 
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Canadians must remain alert to these indicators, continuing to encourage efforts to combat terrorism both 
internationally and domestically, and taking precautions when working or travelling abroad. 


Annex I 
Terrorist Activities 


Motivation 


| Nationalism - 
§ Separatism 


E Religious - 
Extremism 


: Ideology 


: Single Issue 


: State & State- 
| Sponsored 


Agents of Violence 


Separatist & regional 
autonomy movements; 
ethnically-based 
contenders for power 


Iixtre mist 
fundamentalists of all 
religious persuasions 


Right & left wing 
extremists (skinheads, 
racists, anti-racists, 
anarchist militias) 


Animal rights; 


environmentalist; anti- 


abortion extremists 


Oppressive regimes 


Activities 


Anti-government, 
intercommunal 
violence; attacks on 
NGOs and 


peacekeepers 
Mass casualty attacks 


on civilian targets 


Hate propaganda; 
anti-immigrant 
violence; bombing 


Sabotage, mail bombs 


Sabotage and use of 
chemical weapons 


Agreements in some 
protracted European 
conflicts; conflicts continue § 
in Asia, ME & Sub-Saharan 
Africa 


Most serious international 
threat 


Anti-immigrant violence 
peaked in [urope in early 
90s; Largely US threat but 
with recent incidents in the 


UK 


Significant threat in oil 
industry 


Perspectives is a publication of the Requirements, Analysis and Production Branch of CSIS. 
Comments concerning publications may be made to the Director General, Requirements, Analysis 


and Production Branch at the following address: Box 9732, Stn. “T”’, Ottawa, Ont., K1G 4G4, or by 


fax at (613) 842-1312. 
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a CANADIAN SECURITY INTELLIGENCE SERVICE publication 


Report # 2000/02 


CHEMICAL, BIOLOGICAL, 
_ | RADIOLOGICAL AND NUCLEAR 
_| (CBRN) TERRORISM 


This paper uses open sources to examine any topic with the 
potential to cause threats to public safety or national security. 


INTRODUCTION 


ie In the wake of the March 1995 sarin attack on the Tokyo subway, as well as other recent high- 
casualty terrorist incidents, governments and publics alike are viewing with growing concern the potential 
threat posed by chemical, biological, radiological, or nuclear (CBRN) weapons in the hands of terrorists. 
How easy would it really be for an individual terrorist or terrorist group to manufacture or otherwise 
obtain such weapons? Perhaps even more important: How easy would it be for them to deliver such 
weapons, or disperse such agents, and to what effect? The answers obviously depend on the type of 
weapon or agent that one is talking about. The experience of the Aum Shinri Kyo suggests that the 
manutacture of an effective nerve agent — even one for which the “recipe” has been widely known for 
some time — is not quite as easy as commonly believed. The sect also clearly ran into technical 
difficulties in its various attempts to manufacture and effectively disperse biological agents, such as 
botulinum toxin and anthrax — which at least partly explains its later focus on chemical weapons. 


DISCUSSION 
Acquisition of CB Materials 


z. A wide range of potentially deadly chemical and biological (CB) agents including various 
insecticides, industrial chemicals and potent toxins such as ricin may be relatively easy to produce or 
otherwise acquire. Some deadly pathogens can be obtained through the mail from scientific supply 
houses; in other cases it is possible to harvest them from nature or to “grow your own” with relatively 
unsophisticated equipment and limited expertise. It may also be possible to steal deadly agents from 
civilian research facilitics or military stockpiles, as reportedly has occurred — in the case of chemical 
weapons, at least — in the former Soviet Union. Nor is it inconceivable that a state sponsor of terrorism — 
most if not all of whom have active weapons of mass destruction programs of their own — would be 
willing deliberately to provide terrorists with CB weapons or materials, if it could convince itself of 
“plausible deniability” while using a surrogate group to inflict a devastating blow on an enemy. 


Problems of Dissemination 


3 The effective dissemination of CB agents may be more difficult than their manufacture. For 
example, the popular scenario involving poisoning the water supply of a major metropolitan area does not 
appear very feasible, given the large quantities of agent that would be required and the various filtering or 
purification measures usually in place. It is also true that the lethality of some types of highly toxic 
agents depends crucially on the type of exposure; and that some of the deadliest agents, while perhaps 
suitable for individual assassinations, may not easily be adapted for use in a mass-casualty attack. The 
open-air release of an agent may be crucially affected by unpredictable or difficult-to-predict 
meteorological conditions, while even the release of an agent in a confined space may be subject to the 
vagaries of individual doses and air circulation patterns. Nevertheless, credible scenarios can be devised 
that, assuming optimal meteorological conditions and the most effective means of dispersal possible, 
could result in staggering numbers of fatalities, ranging well into the thousands for chemical agents and 
into the hundreds of thousands — or possibly even millions — for biologicals. 


Nuclear Materials 


4, In general, CB agents are considered to be cheaper and easier to produce or otherwise acquire 
than would be nuclear weapons. Nevertheless, the seizure in recent years of special nuclear materials on 
the black market in Europe, albeit in quantities insufficient to construct a nuclear explosive device, has 
lent new credibility to the threat of nuclear terrorism as well. The “experts” appear to disagree on 
whether a small group of technicians such as might be brought together by one of today’s terrorist groups 
would be able to overcome the engineering difficulties of constructing a nuclear explosive device. Theft 
of an intact nuclear weapon is not considered very likely, given the stringent security measures in place in 
most of the nuclear-weapon states, although political instability and socio-economic decay in some of 
them — including the former Soviet Union — must remain of some concern. Tactical nuclear weapons, 
whose security features may be more vulnerable to tampering, are of greater concern than strategic 
nuclear weapons in this regard.’ 


a: Of greatest concern from the viewpoint of a potential nuclear explosive capability may be the 
security of weapons-usable fissile material held in research institutes, naval fuel depots, and other similar 
nuclear facilities, especially in the former Soviet Union (FSU). Despite considerable expenditures 
through the US Nunn-Lugar “Cooperative Threat Reduction” programme and aid by other Western 
states, the security of some of these installations in the FSU remains inadequate. However, a more likely 
threat of nuclear terrorism would be the radiological one, that is, the dispersal of radioactive substances to 
contaminate air or water, or to render unusable a particular area or facility. Radioactive materials that 
could be used for such contamination are available from a wide range of relatively non-secure facilities, 
including hospitals, medical and research laboratories, universities, waste dumps, and so forth. Although 
some types of contamination may be more difficult to achieve than commonly believed, given the 
widespread public anxiety about nuclear material in any form, the mere threat of such use of radioactive 
materials could be a potent terrorist tool. The same considerations would apply to attacks on nuclear 
power facilities or on shipments of nuclear materials that could threaten radioactive release. 


Past Use of CBRN Materials by Terrorists 


6. There has been some limited use of CB agents by terrorists in the past. Left-wing extremists in 
Europe have threatened their use against civilian populations or military targets; right-wing extremists in 
North America have conspired to poison city water supplies and have succeeded in acquiring quantities 
of deadly agents; state sponsors of terrorism reportedly have developed CB weapons suitable for terrorist 
use; food products have been deliberately contaminated, in some cases causing human casualties and/or 
considerable economic losses; insurgent groups in various parts of the world have sometimes used CB 
agents against government forces; and individual assassinations have been carried out by such means. 
There have also been some limited attacks on nuclear power facilities worldwide; numerous 
unsubstantiated threats to trigger a nuclear explosive device; and at least one reported case of the use of 
radiological materials — albeit in a very limited manner (the placing of a cesium capsule by Chechen 
rebels in a Moscow park) — by terrorists. 


ik Nevertheless, despite widespread publicity about the threat, there have been few actual attempts 


' “Strategic” weapons are those intended for attacks on an opponent’s homeland military infrastructure, economic base, and/or 


population centres, “tactical” weapons for battlefield use against concentrations of military force. 


_ 


by terrorists to cause mass civilian casualties using CBRN agents. Exceptions have been the typhoid 
poisoning of 750 people (none fatally) by the Rajneesh sect in Oregon in 1984; and the various attempts 
by the Aum Shinri Kyo using both chemical and biological agents, the most “successful” of which 
resulted in 7 dead and 270 injured in Matsumoto, and 12 dead and 5,500 injured in Tokyo. Far more 
common have been unsubstantiated threats, hoaxes or relatively low-level incidents causing few if any 
casualties. However, as information and capabilities spread widely through such means as the Internet, it 
is becoming increasingly difficult for the authorities to distinguish between a mere hoax and the real 
thing. This raises all kinds of tough questions about the appropriate responses to such threats, which may 
be extremely disruptive for normal, day-to-day activities, and may afford terrorist individuals and groups 
a potent instrument against society, even in the absence of a real capability or willingness to carry out an 
actual attack. 


Current Trends 
8. While some traditional terrorist groups are likely to continue to be constrained by such factors as 
the unfamiliarity of the weapon and its questionable political utility, the likelihood of CBRN weapons use 


by other terrorists is both considerable and growing, given trends such as the following: 


° the recent increase in high-casualty, indiscriminate attacks in general (as exemplified by the 
World Trade Center, Oklahoma City, and East Africa embassy bombings); 


° the proliferation of NBC weaponry, materials, expertise, and technology worldwide, including 
the availability of materials and weapons expertise from existing or former state programmes; 
and 

° the increase in inter-ethnic and religiously-inspired violence, with fewer humanitarian inhibitions. 


Of particular concern is the emergence of groups — such as apocalyptic religious cults, right-wing 
extremists, and ad-hoc extremist Islamic groups — whose aim is not to bargain with governments nor to 
win over public opinion to their point of view, but rather to cause the maximum possible amount of 
damage and disruption to a people or a system that they consider especially abhorrent. Many of these 
groups are by nature difficult targets for intelligence agencies, reducing the chances of advance warning 
of, or the opportunity to prevent, such an attack. 


9. Terrorist interest in the use of CB weapons has grown substantially since the Tokyo subway 
attack. In testimony before a US Senate committee in September 1998, FBI Director Louis Freeh stated 
that the FBI had investigated over 100 CBRN cases during 1997, a tripling of the 1996 figure. The 
following month, another senior FBI official noted that whereas 68 new investigations into the use or 
threatened use of CBRN materials had been initiated in 1997, the number had already exceeded 86 in 
1998. Director Freeh commented in February 1999 that the FBI dealt with an “anthrax warning letter” 
somewhere in the US almost every day. 


10. There have also been reports of new or renewed interest by a number of traditional international 
terrorist groups, including the Palestinian Islamic Jihad, Hizballah, the Algerian Armed Islamic Group 
(GIA), Egyptian Islamic Jihad, Hamas, Sikh and Chechen terrorists, the Kurdistan Workers’ Party 
(PKK), the Khmer Rouge, and the Liberation Tigers of Tamil Eelam (LTTE). These reports are usually 
quite vague, and not all of them have been particularly credible, but the trend is worrisome, Senior US 
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government officials have publicly asserted that the terrorist financier Osama bin Laden has been actively 
seeking chemical, biological, and nuclear weapons for use against Western targets. The recent apparent 
resurgence of the Aum Shinri Kyo in Japan is also troubling, given the technical knowledge possessed by 
some of its remaining followers and the possibility of yet-undiscovered stocks of CB agents or 
precursors. 


CONCLUSIONS 


° although it is impossible to estimate the precise likelihood of a mass-casualty terrorist attack 
using CBRN materials, the technical obstacles to such an attack are by no means insuperable. It 
appears to be a case not of “if,” but rather of “when,” the next such event will occur; 


° based on a combination of trends in both capabilities (or the availability of means) and 
motivations, as well as empirical evidence of actual interest, the threat appears to be growing; 


° as in the past, such an attack is perhaps most likely to come without warning from an individual 
or group of which we have been previously unaware; 


° despite increased attention to the threat since the Tokyo subway attack, society remains highly 
vulnerable to such attacks, the potential consequences of which are horrendous in the extreme; 
and 

° even hoaxes--which are increasing in number and becoming progressively more credible--can 


cause enormous disruption to society, in some cases perhaps achieving the ends of the terrorist 
even without an actual attack. 


CANADIAN INTERESTS 


i While Canada has not experienced any major, mass-casualty incidents of CB terrorism, there 
have been threats to contaminate the water supplies of various localities, as well as fairly frequent claims 
of product contamination by animal-rights or environmental extremists. Such contamination has usually 
only been threatened rather than actually carried out, although the threats have sometimes resulted in 
substantial economic losses as products were withdrawn from the market. In April 1993, Canada 
Customs at the Alaska- Yukon border seized 130 grams of the deadly poison ricin from an American 
possessing neo-Nazi literature and later linked to “survivalist” groups. More recently, various news 
media outlets and guide outfitters received envelopes containing razor blades purportedly coated with rat 
poison from an extremist animal-rights group. Gas masks and chemical protection suits were among the 
items seized from the cache in B.C. of a US right-wing militia group in October 1996. And 
unsubstantiated threats to use “chemical or bacteriological products” against Montreal in the name of the 
“World Islamic Front” caused brief disruptions in that city in March 1998. 


12: To date, there have been no significant incidents linked with the threat or use of nuclear terrorism 
in Canada. There have becn suggestions in the past that terrorists might attack Canadian nuclear facilities 
according to the theory of the “path of least resistance,” since they are less well-guarded than their 
American counterparts. However, as with most types of terrorism, a sophisticated and well-organized 
group is believed more likely to target the US directly (although the possible use of Canadian territory or 
resources in such an attack remains a concern, of course). 


= 


is. In general, Canada cannot be immune from the broad international trends in this area. We do 
have our share of individuals or groups, such as the Order of the Solar Temple, that can be described as 
espousing “doctrines of irrational escapism.” While we do not have a home-grown militia movement as 
virulent as that of our southern neighbour, we do have our share of neo-Nazis, and have unwittingly 
provided in at least one case a place of refuge and stockpiling for one of the American militia groups. 
Finally, while Canada may not constitute as lucrative a target for foreign terrorist groups as the USA, 
many such terrorist groups do have some kind of presence, if only playing a supporting role, in our 
country. And Canada’s continued international activism in peacekeeping efforts around the globe, as 
well as the possible spillover from ethnic conflicts elsewhere in the world, could conceivably make us the 
target of an externally-inspired, mass-casualty terrorist attack. 


14. Based on past examples, the type of CBRN terrorist incident most likely to be experienced by 
Canada in future is a hoax or threat rather than an actual attack, or a relatively low-level instance of 
product contamination rather than a mass-casualty outrage. As capabilities and information spread, 
however, it is becoming increasingly difficult for the authorities to distinguish between a mere hoax and 
the real thing. And, in the end, Canada remains as vulnerable as any of the other Western industrialized 
states to the kind of nightmarish, mass-casualty CBRN terrorist attack that until recently was confined to 
fiction. 
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Introduction 


Often overlooked in the discussion of emerging security intelligence issues is the challenge of contending 
with religious movements whose defining characteristic is an adherence to non-traditional spiritual belief 
systems. While only a small fraction of these groups could be considered Doomsday Religious Movements 
espousing hostile beliefs and having the potential to be violent, the threat they represent is evinced by recent 
events involving groups such as the American Branch Davidians, as well as Canada’s Order of the Solar 
Temple. Japan’s infamous Aum Shinrykio is a textbook example, where the coupling of apocalyptic beliefs 
and a charismatic leader fixated on enemies culminated in a nerve-gas attack intended to cause mass 
casualties in the hope of precipitating a world war and completing its apocalyptic prophecy. By examining 
the many characteristics of these movements, this paper intends to discuss which types of groups could be 
prone to violence and which factors indicate a group’s move to actualize this violence. The conclusions 
presented here are solely the result of a review of unclassified information available in the public domain. 


Definitions and History 


According to relevant literature, “millennialism” is the belief that human suffering will soon be eliminated 
in an imminent apocalyptic scenario, ensuring that the collective salvation of humanity is accomplished. 
Millennialism is an enduring pattern in many religious traditions, and it has been reported that 35 percent of 
Americans believe that the Apocalypse will take place at some point. Cults throughout history have thought 
that critical dates will bring the fulfillment of their beliefs (e.g. Solar Temple members believe in the 
supernatural power of solstices and equinoxes). The year 2000 AD as the turning of the millenium is a 
central date in the doctrines of many modern cults. 


Millennialist beliefs are shared by a variety of groups, but not all foresee a violent turning of the millennium; 
in fact, many see it as the catalyst for peaceful and harmonious change. Those groups which espouse 
violence have been called Doomsday Religious Movements in this paper for the purpose of clarity. The 
approaching year 2000 AD has stimulated millennial anxiety and heightened concern that its unfolding will 
bring an increase in potential threats by groups that would choose to assert their apocalyptic beliefs through 
violence. 


Characteristics of Doomsday Religious Movements 


Although the large number of groups which could be considered a Doomsday Religious Movement 
presupposes a variety of beliefs, there are some commonalities in both doctrine and action which can be 
delineated in order to anticipate which groups might pose a physical threat to public safety. 


1. Apocalyptic Beliefs: Movements often believe in doctrines which are similar to that of mainstream 
religions, yet the convergence of some of these doctrines expressed through rites helps to shape a violent 
theological world view characterized by an inherent volatility. 


Dualism - The belief that the world is fractured into two opposing camps of Good and Evil, which confers 
a profound significance on small social and political conflicts as evidence of this great cosmic struggle, and 
which could precipitate a violent response. 
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The persecuted chosen - Movements view themselves as prophetic vanguards belonging to a chosen elite but 
feel persecuted by wicked and tyrannical forces, which push the group to make concrete preparations to 
defend their sacred status. 


Imminence - Because movements believe the apocalypse is unfolding before their very eyes, the “last days” 
are experienced as psychologically imminent and pressure them to take immediate action to ensure their 
salvation. 


Determinism - Since a group devoutly believes it will be the ultimate winner of the final battle, if it believes 
a catastrophic scenario is being actualized, the group may feel it has no choice but to try to trigger the 
apocalypse through violence. 


Salvation through conflict / enemy eradication - As salvation depends entirely upon direct participation in 
the apocalyptic struggle, a group is always on the verge of anticipating confrontation, which justifies action 
to climinate evil and eradicate enemies. 


2. Charismatic Leadership: Millenarian beliefs are associated with volatility when embodied in and 
disseminated by charismatic leaders who wish to portray themselves as messiahs, identify the millennial 
destiny of humankind with their own personal evolution and demonize opposition to their personal 
aggrandizement. 


Control over members - Groups monopolize members’ daily lives and circumscribe their belief systems 
within rigid doctrines, insulating them from the influence of broader social constraints. The leader is then 
well positioned to ask his followers to commit acts they would not normally engage in, albeit violent ones. 


Lack of restraint - Leaders believe themselves to be free from religious and social laws, and operate ina 
social vacuum where there is a relative absence of normal institutionalized restraints to curb their whims. 
Physical segregation further distances the group from society’s mores, where its own social code is 
established as the basis of all acceptable behaviour. Here authority can be exercised arbitrarily without 
restraint, a situation that facilitates violence. 


Withdrawal and mobilization- While society is often repelled by or hostile to these groups, movements are 
also often suspicious of others. This tends to lead to their physical, social and psychological withdrawal, 
intensifying a leader’s power and increasing the homogenization and dependency of the followers. When 
withdrawal is coupled with the group’s expectation that it will face hostility and persecution, members often 
feel they must mobilize for “endtimes” by acquiring weapons and securing defences. 


3. Actions by Authorities: Violence is often not actualized until the group comes into contact with state 
authorities, which usually embody all that is evil for the movement and which must be vanquished in order 
for the apocalyptic scenario to be realized. Action on the part of state agencies will almost always elicit a 
reaction, which underlining the delicacy with which the situation must be handled. 


Lack of comprehension - Authorities often fail to appreciate the leverage they have over doomsday 
movements, which depend upon them to fulfill their apocalyptic scenarios. Failure to fully comprehend this 
symbolic role often results in actions that trigger violence. 
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Unsound negotiation - Should authorities decide to intervene in a crisis situation, negotiators dealing with 
the movement must understand its belief structure, as ignorance of the minor differences between the beliefs 
of respective groups can have drastic outcomes. 


Hasty action - Hasty actions can directly trigger violence on the part of the group by forcing it to act out its 
“endtimes” scenario, especially when its grandiose apocalyptic scenario appears discredited under humiliating 
circumstances. 


Spiral of amplification - Sanctions applied by authorities are often interpreted by a movement as hostile to 
its existence, which reinforces their apocalyptic beliefs and leads to further withdrawal, mobilization and 
deviant actions, and which in turn elicits heavier sanctions by authorities. This unleashes a spiral of 
amplification, as each action amplifies each reaction, and the use of violence is facilitated as the group 
believes that this will ultimately actualize its doomsday scenario. 


The presence of these three factors (apocalyptic beliefs, charismatic leadership and actions by authorities), 
whether inherent to the dynamics of a Doomsday Religious Movement or in response to the actions that it 
engages in, translates into a predisposition towards violent behaviour. 


The Threat to Public Safety 


It is difficult to ascertain the potentially violent behaviour and threats to public safety which some movements 
could represent, since there exists little information about the demographics or attributes of these movements 
or their members in Canada. This is exacerbated by the ambiguity which surrounds Doomsday Religious 
Movements: their motives are often not initially comprehensible, their actors not readily identifiable and their 
methods are difficult to predict. Despite these difficulties, the inherent volatility and unpredictability of some 
millennialist cults is a cause for concern because any could pose a realistic threat to public safety almost 
overnight. 


1. Threat to democratic governance: This threat emerges when movements associate abstract enemies with 
concrete state entities; when combined with volatile beliefs, this encourages a blatant disregard for the law 
and overt revolt against the state. The integrity of democratic governance is severely undercut because the 
methods of these groups end with attacks, subtle or not, on government credibility. A public perception 
emerges that the government cannot meet its primary raison d’étre, namely, the protection of the people. 


2. Weapons Acquisition 


Firearms - In Canada, stricter gun control laws prevent an accumulation of weapons comparable to the US 
situation, where groups justify the stockpiling of firearms through their interpretation of the US constitutional 
right to bear arms. However, this does not preclude their acquisition through illegal channels, as 
demonstrated by the case of the Order of the Solar Temple (see below). 


Explosives - The possession of explosives poses an equal, if not greater, threat than do firearms. Given this 
consideration, it is plausible that a sophisticated bomb-maker could focus on the mass murder of non-group 


members. Situated in the middle of a continuum of destructive capability, explosives possessed by groups 
represent mass murder waiting to happen. 
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Chemical and biological weapons - A still greater threat is the acquisition and use of chemical and biological 
weapons. It is feared that some doomsday-like groups may have mastered the production of biological 
agents, while the Aum cult manufactured and deployed chemical weapons. Marking the dawn of a “New 
Age,” Aum’s vast biological and chemical stockpiles included, respectively, significant amounts of botulinum 
toxin, one of the most powerful poisons, and hundred of tons of deadly sarin nerve gas ingredients. Although 
the chances that a group will both acquire and deploy these weapons are slim, the Aum case proves that it 
is within the range of possible action. 


3. Institutional Infiltration 


Politics - Bribery has been one costly method of building mainstream political support; the Aum cult 
allegedly bribed Russian officials in exchange for a series of “favours”. Another potential threat lies in 
members who are already involved in the political process; the Solar Temple’s roster included the mayor of 
a Canadian town and a provincial government official. The most direct political linkages concern efforts to 
exert direct influence over political processes. Both the Aum leader and the head of a Peruvian Doomsday 
Religious Movement, the Israeli Mission of the New Universal Fact (not associated with the Government of 
Israel in any way), have campaigned for electoral office. 


Business - Businesses owned by groups can both facilitate weapons acquisition and drive membership 
growth; the Aum cult’s multimillion dollar empire financed the purchase of weapons, justified the possession 
of ingredients for chemical and biological weapons, and provided a legitimate vehicle for widespread 
recruitment. Also, the position a member occupies in an established enterprise can augment the potential 
threat; several Solar Temple members were senior employees of a public utility, whose access to sensitive 
systems could have crippled the provision of a much-needed service. 


4. Criminal Activity 


Crimes against individuals - Crimes against individuals not affiliated with the state may indirectly enable the 
above threats. Documented crimes include successful attempts to “silence” opposition from non- and ex- 
members, while alleged crimes finance weapons acquisition. These acts undermine the state’s ability to 
identify and respond to dangerous groups, where the ultimate costs of such crimes are public safety and, 
thereby, the legitimacy of government. 


Transnational criminal activity - The final category of threats pivots around alleged involvement in 
transnational crime. The Solar Temple purportedly laundered money and trafficked in arms and illegal drugs, 
while Aum Shinrykio allegedly supplied illegal drugs to transnational organized crime syndicates. If these 
reports are correct, any possible threats to public safety are magnified. 


Identifying the Threat 


Doomsday Religious Movements often provide both verbal and tangible early warning signs that are 
symptomatic of a group’s volatility and propensity for violence. The challenge for government and law 
enforcement is to note those early-warning signs as a group shifts from a “preoccupation with enemies” to 
“enemy eradication”, i.c. from belief to action. Such early-warning signs include: 
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1. Intensification of illegal activities - This early-warning sign is most often a noticeable increase in the 
illegal procurement of weapons, which often attracts the attention of locals, and signals that the group may 
be making the final preparations for its destiny in the cosmic battle of all time. This occurred at Waco, Texas, 
hefore the confrontation with law enforcement agencies unfolded. 


2. Humiliating circumstances - Shoulda group be humiliated to the extent that either its leader or apocalyptic 
scenarlo appears discredited, for example, if its prophecies fail to actualize by a set date or if group leaders 
are arrested on minor charges, then it may try to counter this defamation by violently introducing its vision. 


3. Relocation to a rural area - This indicates both a physical and psychological withdrawal, which usually 
precipitates the strengthening of group solidarity and increased control over members. A relocation betrays 
a group’s desire to carry out either the defence preparations or violent acts called for by its scripted scenario. 


4. Increasingly violent rhetoric- This may indicate that the group has reached a level of critical “fervour” 
and is ready to take the first step towards actualizing its rhetoric and triggering an apocalyptic scenario. 


5. Struggle for leadership - Owing to the unstable nature of the leadership and the volatility of the group, any 
situation which threatens the leader’s control could result in violence. Examples include the challenging of 
group beliefs by dissidents and the questioning of the leader’s physical health. All of these put the power of 
the leadership in question, and, by extension, its fundamental apocalyptic vision. 


Annex | presents a brief table summarizing the preceding characteristics and serves as a quick reference 
guide. 


A Canadian Example - the Order of the Solar Temple 


The Order of the Solar Temple was a group espousing millennialist beliefs which met the preceding criteria 
of a Doomsday Religious Movement. The Order had members in the US, Quebec, Switzerland and France, 
in 1994, fifty-four members committed mass suicide. The group was composed of several leaders who were 
very charismatic and expert public speakers, and who also had aggrandized beliefs about themselves. They 
believed in an imminent ecological apocalypse, where members were the “chosen ones” to repopulate the 
earth after its demise, but not before they had been persecuted on the earthly plane by non-believers. Other 
attributes typical of a Doomsday Religious Movement were the high degree of control exercised over 
members, the promotion of bigamy within the group, and the physical withdrawal to a rural area. The alleged 
criminal activities of the Solar Temple (money laundering, drug and arms trafficking) were clear threats to 
public safety, as was the infiltration of political and business circles by several members. 


The Solar Temple mobilized for their coming apocalypse by acquiring weapons and money. This prompted 
several high-profile investigations and arrests which could have hastened the suicide. This was an carly 
warning sign: a humiliating circumstance running counter to their supposed glorious salvation before the 
onslaught of the apocalypse. Other events which could have enhanced the feeling of humiliation included: 
an investigation initiated by the public utility into the Order’s infiltration of their company; the near 
bankruptcy of the Order and the loss of investor capital; then, negative media attention. Finally, other early- 
warning signs immediately preceded the mass suicide and signalled that their potential for violence could be 
soon realized: a recent change in leadership; the failing health of one of the leaders; and foreboding, violent 
statements made by members. 
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The violence of the incident left 48 people dead in Switzerland and five in Quebec. Had the group believed 
that its salvation was tied to a direct conflict with the “enemy” and the leaders opted for “enemy eradication” 
rather than escape via mass suicide, the risk to members of the public would have been serious. 


Conclusions - Continuing Threats to Canada 


The irrationality which underlines the threat posed by Doomsday Religious Movements constitutes a different 
threat to public safety than that posed by the calculated terrorism traditionally manifested in the last 50 years, 
usually in support of an identified political cause. One estimation indicates that there are 1,200 active cults 
throughout the world, and that roughly 400 subscribe to doomsday philosophies which foresee catastrophe 
on or around the year 2000. While it is not known which cults have the potential for violence, this does not 
imply that possible threats posed by Doomsday Religious Movements should be ignored, as they can quickly 
manifest themselves in a variety of forms. Rather, there clearly is a continuing threat potential, given the 
temporal inaccuracies of the turning of the millennium (various scientific and religious accounts offer 
competing evidence as to when the new millennium will actually begin) and the tendency for groups to be 
unpredictable and give early-warning signs of their potential for violence, as well as ambiguities in their 
structure, dynamics and attributes. 


Annex | 


The Apocalyptic Cult Checklist 


CHARACTERISTICS EARLY WARNING SIGNS 


Apocalyptic Beliefs Democratic Governance ¢ Intensification of illegal 

¢ dualism activities 

¢ the persecuted chosen Weapons Acquisition 

* imminence ¢ firearms ¢ Humiliating circumstances 
¢ determinism ° explosives 

¢ salvation through conflict ¢ chemical / biological weapons | ¢ Relocation to a rural area 


Charismatic Leadership Institutional Infiltration ¢ Increasingly violent rhetoric 
* control over members * political 

¢ lack of restraint ¢ business ¢ Struggle for leadership 

¢ withdrawal 


Criminal Activity 
Actions by Authorities * crimes against individuals 
¢ Jack of comprehension * transnational crime 
* unsound negotiation 
¢ hasty action 
¢ spiral of amplification 
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a CANADIAN SECURITY INTELLIGENCE SERVICE publication 


Report #2000/05 


BIOLOGICAL WEAPONS 
PROLIFERATION 


This paper uses open sources to examine any topic with the 
potential to cause threats to public safety or national security. 


INTRODUCTION 


I. It is difficult to conceive of a more odious weapon than the biological one, capable in a particularly 
insidious way of causing a level of fatalities comparable to, or even greater than, that of nuclear explosive 
devices. Fortunately, doubts about the military effectiveness of biological weapons in a tactical combat 
situation have resulted in their being used little in recent times. Nevertheless, in spite of the prohibition 
embodied in the Biological and Toxin Weapons Convention (BTWC) of 1975, some states continue to 
research and develop these weapons, which have often been characterized as “the poor man’s atomic bomb.” 


DISCUSSION 


2. Biological weapons intended to cause death or serious harm include viruses, such as Venezuelan 
equine encephalitis; bacteria, such as anthrax, brucellosis, and plague; rickettsiae, such as Q fever and typhus; 
and toxins (biologically-produced poisonous chemicals) such as botulin, ricin, and animal venoms. About 
30 of the several hundred different pathogenic microbes that directly or indirectly afflict humans have been 
considered as likely Biological Warfare (BW) agents. Microbial pathogens require an incubation period of 
24 hours to 6 weeks, while toxins act relatively quickly, causing incapacitation or death within several 
minutes or hours. Biological agents are easier and cheaper to produce than either nuclear materials or 
Chemical Warfare (CW) agents, and the necessary technology and know-how is widely available. Any 
nation with a modestly sophisticated pharmaceutical industry is capable of producing biological agents. 
However, it is much more difficult to develop BW munitions that have a predictable or controllable effect. 
And since microbial pathogens and toxins are susceptible to such environmental stresses as heat, oxidation, 
and dessication, to be effective they must maintain their potency during weapon storage, delivery, and 
dissemination. 


x: Unlike chemical weapons, biological weapons have been little used in recent warfare, with the 
exception of Japanese attacks in China (and possibly other Asian countries) before and during World War 
Il. Nevertheless, biological weapons were stockpiled during both world wars and featured in the arsenals 
of the Cold War antagonists (the US offensive program not having been terminated until 1969, and the Soviet 
program widely suspected to be continuing to the present day within Russia). Weapon designs have included 
spray-tanks, bombs, cluster bombs, and bomblet dispensers. Like chemical weapons, biological agents are 
best dispersed as low-altitude aerosol clouds (and explosive methods may destroy the organisms). Long-term 
storage of missile or artillery warheads filled with live or freeze-dried biological or toxin agent is difficult, 
except for anthrax spores; even if refrigerated, most of the organisms have a limited lifetime. Potentially, 
genetic enginecring techniques could be used to render micro-organisms or toxins more stable during 
dissemination; more difficult to detect; and not susceptible to standard vaccines or antibiotics. 


4. While biological agents in relatively small quantities are theoretically capable of causing massive 
casualties, their military utility as an instrument of war has long been questioned. They would appear to be 
too slow-acting and unpredictable for surprise attacks or repelling the immediate attacks of others. However, 
they may be more suitable for use against fixed defensive positions in long wars of attrition, or against 
reserve combat units, formations massing in preparation for an offensive, air force squadrons, or rear area 
support units — where immediate results are not required and the danger to friendly forces is minimal. Under 
the most optimal conditions (the nightmare scenario of the last Gulf War), a single aircraft could disseminate 


“De 


high quantities of biological agent over hundreds, or even thousands, of square kilometres by spraying a 
long line upwind from the target region. And defence against BW agents may be quite problematic, given 
current difficulties in detecting their presence or identifying them; the requirements of vaccination (advance 
knowledge of the type of agent, the availability of effective vaccines, and sufficient time to develop 
immunity); and the fact that sufficiently high concentrations of agent may overcome the immunity even of 
vaccinated personnel. For these reasons, biological weapons have sometimes been considered a potential 
“equalizer” for less-developed states facing a more technologically sophisticated foe. 


a Despite the existence of the BTWC, which bans such weapons and entered into force in 1975, the 
US Congressional Office of Technology Assessment in 1993 listed eight countries generally reported as 
having undeclared offensive BW programs: Iran, Iraq, Israel, Libya, Syria, China, North Korea, and Taiwan. 
Another six countries were listed as being “suspected” by at least some open sources of having such 
programs: Egypt, Vietnam, Laos, Cuba, Bulgaria, and India. Allegations have also been made in the past 
about Romania and South Africa. As of 29 January 1998, all of the above-named states had acceded to the 
BTWC, with the exception of Israel, Syria and Egypt (the latter two having signed but not ratified it). The 
Director of the US Arms Control and Disarmament Agency told a press conference in Geneva in November 
1996 that “roughly a dozen countries’ "twice the number suspected in the mid-1970s’— were now believed 
to have “an active biological weapons programme.” The seven he chose to identify were: China, Egypt, Iran, 
Irag, Libya, Russia, and Syria. The Special Assistant to the (US) Director of Central Intelligence for 
Nonproliferation, John Lauder, similarly told a Congressional committee in March 1999 that “About a dozen 
states, including several that are hostile to Western democracies—Iran, Iraq, Libya, North Korea, and 
Syria—now either possess or are actively pursuing offensive BW capabilities for use against their perceived 
enemies, whether internal or external.” The countries of greatest concern from a proliferation perspective 
today are discussed separately below. 


Egypt 


6. According to open information, Egypt announced early in 1972, before signing the BT WC, that it 
possessed biological weapons. The US Arms Control and Disarmament Agency in July 1998 reiterated its 
belief that Egypt had developed BW agents by 1972, and went on: “There is no evidence to indicate that 
Egypt had eliminated this capability and it remains likely that the Egyptian capability to conduct BW 
continues to exist.” 


India 


7 The Pentagon noted in 1996 that while India possessed the infrastructure necessary to support an 
offensive BW program, it had apparently “given priority to R&D applicable only to...defensive measures.” 
The 1993 public report of the Russian Sluzhba Vneshneiy Razvedky (SVR) or Foreign Intelligence Service 
agreed, stating outright that (in contrast to CW) India did “not possess offensive biological weapons.” 


Iran 


8. According to the Pentagon in 1996, Iran began its BW program in the early 1980s; was conducting 
research on toxins and organisms with BW applications; was capable of producing many different BW 
agents; and was “now pursuing complete biological production plants that could be converted to producing 
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BW agents.” Some major Iranian universities and research organizations were suspected of being linked to 
its BW program. The following year, in November 1997, the Pentagon warned that “while only small 
quantities of usable agent may exist now, within 10 years, Iran’s military forces may be able to deliver 
biological agents effectively.” According to a July 1998 report by the US Arms Control and Disarmament 
Agency, “The Iranian BW program has been embedded within Iran’s extensive biotechnology and 
pharmaceutical industries so as to obscure its activities. The Iranian military has used medical, education and 
scientific research organizations for many aspects of BW agent procurement, research, and production. 


9. The CIA was publicly reported in August 1996 to have credited Iran with BW, “largely in the 
research and development stage,” although Tehran could possess weaponized biological agents that could 
be dispersed by artillery and aerial bombs, and be pursuing the development of biological warheads for 
ballistic missiles. About the same time, Israeli sources maintained that Iran had stockpiled anthrax and 
botulism, could produce more stocks quickly, and could already deliver biological weapons via Scud missiles 
and Sukhoi attack aircraft. The SVR, in its 1993 report, acknowledged, that “It cannot be ruled out that small 
stocks of biological agents have already been created,” noting that Iran had reportedly been seeking to 
purchase “unofficially” equipment and material suitable for the production of mycotoxins in particular. The 
Special Assistant to the (US) Director of Central Intelligence for Nonproliferation, John Lauder, testified in 
April 1999 that “Tchran...continues to seck dual-use biotechnological equipment from Russia and other 
countries, ostensibly for civilian uses,...and it may have some limited capability for BW deployment.” 


Iraq 


10. The Iraqi government in August 1995 admitted to having produced 19,000 litres of botulinum toxin 
(BTX), 8,500 litres of anthrax, and 2,400 litres of the cancer-producing agent aflatoxin; to have loaded BTX 
and anthrax on Scud missile warheads and aerial bombs; and to have conducted research on mycotoxins and 
infectious viruses. It also claimed to have destroyed the agents after the 1991 Gulf War, but has failed to 
produce evidence to support such a claim. The Pentagon, noting that “All known fermentation and 
bioproduction equipment remains intact, and key experts are still available to serve Iraq’s military programs,” 
warned in 1996 that Iraq “could easily renew production of biological agents when intrusive UN inspections 
are discontinued.” The following year, it stated outright that “Iraq may still retain some biological agents and 
weapons,” including “some missile warheads”; and that “Iraq clearly intends to reestablish its biological 
warfare effort.” The UN Special Commission (UNSCOM) was reported in 1996 to believe that Iraq still 
possessed between six and sixteen missiles with BW warheads. 


I}. The CIA publicly stated in March 1995 that, although Iraqi BW facilities had been damaged during 
the 1991 Gulf War, some “critical equipment” had been hidden and, because the program does not require 
a large infrastructure, in the absence of UN monitoring “the Iraqis could be producing BW agents in a matter 
of weeks.” In February 1998, a US House of Representatives task force reported that Iraqi BW experts had 
been dispersed in Sudan, Libya, and Algeria. The CIA, ina letter to a US Senate committee in September 
1998, noted that Irag could resume production of BW “virtually overnight at facilities that currently produce 
legitimate items, such as vaccines.” It was reported in December 1998 that, based on discrepancies between 
declared BW-rclated activity and UNSCOM’s findings, inspectors believed that Iraq’s BW arsenal could 
have been two to five times larger than it had previously declared. UNSCOM told the UN Security Council 
in January 1999 that it had “no confidence that all bulk agents have been destroyed; that no BW munitions 
or weapons remain in Iraq; and that a BW capability does not still exist in Traq.” 


israel 


| a Although little is known about its program, Israel has been listed in the past as among those states 
that “possibly” possess an offensive BW capability. A January 1994 French press report maintained that 
Israeli scientists were working on “43 types of biological and other non-conventional weapons.” An earlier, 
1989 report credited a US State Department official as claiming that Israel’s BW program was more 
advanced than Iraq’s. The SVR in 1993 admitted that there was “No direct evidence of the presence in Israel 
of biological weapons,” but went on to note that it pursued biological research “in which elements of a 
military-applied purpose are present” and that “As a whole, Isracl possesses a strong civilian biotechnology 
base, which, if necessary, could be reoriented sufficiently rapidly to the production of biological weapons.” 
According to an October 1998 British press report, Israeli F-16 aircraft are equipped to carry biological 
weapons manufactured at a secret biological institute in a suburb of Nes Ziona. 


Libya 


ie The Pentagon in 1996 maintained that Libya was pursuing an offensive BW program “in the early 
research and development stage,” but that “technical shortcomings, combined with limitations in Libya’s 
overall ability to put agents into deliverable munitions, will preclude production of militarily effective 
biological warfare systems for the foreseeable future.” The following year it stated that Libya “may be able 
to produce laboratory quantities of agent” but that “Given the overall limitations of the program, it is unlikely 
that Libya will be able to transition from laboratory work to production of militarily useful quantities of 
biological warfare agent until well after the turn of the century.” 


14. Another 1996 source noted that “Libya may be trying to acquire the capability to produce limited 
amounts of biological agents, like anthrax and botulism, in a batch mode,” but that “no serious evidence of 
progress is as yet available.” In 1995, Libya was reported to be attempting to recruit South African BW 
scientists; the following year, to be conducting a joint BW program with Romania. The SVR referred in 1993 
to “information that Libya is engaged in initial testing in the sphere of biological weapons.” According to the 
~CIA’s March 1995 public report, “A number of Libyan universities are being used for basic research of more 
common BW agents, but they are not equipped to perform the sophisticated work needed for weapons 
development,” and Libya had “not [yet] produced any biological weapons.” However, the US Arms Control 
and Disarmament Agency reported in July 1998 that “Evidence indicates that Libya has the expertise to 
produce small quantities of biological equipment for its BW program and that the Libyan Government is 
seeking to move its research program into a program of weaponized BW agents.” In January 1998, “Western 
intelligence sources” were cited in the British press as reporting that up to a dozen Iraqi BW scientists had 
been transferred to Libya to join others already there working on its BW program. 


North Korea 


15. The Pentagon reported in 1996 that North Korea had “begun to emphasize” an offensive BW 
program during the early 1960s, and that “With the scientists and facilities for producing biological products 
and micro-organisms,...probably has the ability to produce limited quantities of traditional infectious 
biological warfare agents or toxins and biological weapons.” The CIA in March 1995 noted that, although 
a party to the BWC, North Korea had “an active BW program in the early research and development stage.” 
The SVR in 1993 maintained that “Information on the offensive nature of these [BW] programs has not been 


received.” 
Pakistan 


16. The Pentagon in 1996 simply noted that, although Pakistan had signed the BTWC, it had “the 
resources and capabilities appropriate to conducting research and development relating to biological warfare,” 
and was in fact “conducting research and development with potential biological warfare applications.” 


Syria 


Ls Syria has long been assumed, based on public statements by US government officials and other open 
sources, to have an offensive BW program. In early 1989, a State Department official was reported to have 
said that Syria’s BW program was more advanced than Iraq’s. In April 1993, it was reported that Syria was 
seeking Chinese and Western assistance to develop a BW missile warhead. The SVR in 1993 maintained 
that “there is no reliable information about the existence of biological weapons in Syria or a target program 
for the creation of an offensive potential in the biological sphere.” Nevertheless, according to one 1996 
source, It possesses “at least one major biological warfare facility, and possibly two,” and “has possibly 
produced botulism as well as other agents.” The US Arms Control and Disarmament Agency reiterated in 
July 1998 that “it is highly probable that Syria is developing an offensive biological warfare capability.” 


18. In its November 1997 report, the Pentagon stated outright that “Syria is pursuing the development 
of biological weapons. Syria probably has an adequate biotechnical infrastructure to support a small 
biological warfare program, although the Syrians are not believed to have begun any major weaponization 
or testing related to biological warfare. Without significant foreign assistance, it is unlikely that Syria could 
advance to the manufacture of significant amounts of biological weapons for several years.” 


‘Taiwan 


19. Taiwan has been widely suspected of mounting an offensive BW program. However, the US Arms 
Control and Disarmament Agency in July 1998, while noting that Taiwan had “been upgrading its 
biotechnology capabilities by purchasing sophisticated biotechnology equipment from the United States, 
Switzerland and other countries,” concluded that: “The evidence indicating a BW program is not sufficient 
to determine if Taiwan is engaged in activities prohibited by the B[T]WC.” 


CANADIAN INTERESTS 


20. Canada is a party to the Biological and Toxin Weapons Convention (which entered into force on 26 
March 1975), and is also a member of the Australia Group, an informal association of states secking to limit 
the spread of chemical and biological weapons through the control of, inter alia, CBW equipment and BW 
agents and organisms. As such, Canada would be in violation of its commitments to other states and to the 
world at large if it did not seek to stem the proliferation of biological weapons. It would also be highly 
embarrassing for the Canadian governmentor private companies if BW proliferant states were able to acquire 
such materials or technology from Canadian sources. 

ed. While the lack of an intercontinental delivery capability makes it unlikely that any of the above- 


“—~ 
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named states of BW proliferation concern would target Canadian territory directly with biological weapons, 
the same may not be true of Canadian troops serving abroad in peacekeeping or peace-enforcement missions, 
especially in such areas as the Middle East. Moreover, as delivery ranges increase, some of Canada’s allies 
may be threatened directly by the use of biological weapons against their home territorics. 


CONCLUSIONS 


Among weapons of mass destruction, biological agents are easier and cheaper to produce than either 
nuclear materials or CW agents, and the necessary technology and know-how is widely available. 
Any nation with a modestly sophisticated pharmaceutical industry is capable of producing BW 
agents. Their weaponization is more difficult, however. 


Although biological weapons have not been used extensively in the recent past, a number of Third 
World states are believed to possess such weapons or to be developing them, and they could possibly 
be used in future conflicts involving Canadian personnel or affecting areas of Canadian interest. 


Various international conventions and arrangements such as the Geneva Protocol of 1925, the 
Biological and Toxin Weapons Convention, and the Australia Group have succeeded in slowing the 
proliferation of biological weapons, but are unable to completely stem it. 


In the near term, the concern is that a larger number of states will succeed in developing and 
stockpiling the “classical” forms of BW agent; in the longer term, however, there is fear of the spread 
of genetically-engineered agents that may be more effective militarily, more difficult to detect, and 
not susceptible to standard vaccines and antibiotics. 


With its highly-developed pharmaceutical and biotechnology industries, as well as advanced 
educational resources, Canada represents a potential source of expertise, materials, and technology 
for states pursuing an offensive BW program. 
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NOTE: For an assessment of the possible terrorist use of biological weapons, see the earlier CSIS 
publication in this series, Chemical, Biological, Radiological and Nuclear (CBRN) Terrorism 
(Perspectives #2000/02). 


Perspectives is a publication of the Requirements, Analysis and Production Branch of CSIS. 
Comments concerning publications may be made to the Director General, Requirements, Analysis 


and Production Branch at the following address: Box 9732, Stn. “T”, Ottawa, Ont., KIG 4G4, or by 
fax at (613) 842-1312. 
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INTRODUCTION 


Fr. Throughout the 1990s, the Canadian Security Intelligence Service (CSIS) in its public documents 
reported on worldwide instability and the increased use of violence for political purposes, problems that 
have continued into the 21* century. These external phenomena are of interest to the Service because 
they result sooner or later in threats to national security or the public safety of Canadians at home or 
abroad. One major underlying cause of each phenomenon is conflict between and within states, and this 
paper looks at the available open information on the subject. Subsequent Perspectives will examine the 
problem region by region. 


DISCUSSION 


re There are various estimates of the numbers of wars and war-related deaths in the 20" century, 
described by former US presidential advisor Zbigniew Brzezinski as “the century of megadeath.” In 
1996, with four years still to go till the end of the century, one such credible estimate offered figures of 
“250 wars and 109,746,000 war-related deaths.”! These numbers represent “six times as many deaths per 
war in the 20"" century as in the 19".’” As we enter the 21* century, four discernible security trends are 
evident, one positive and three negative. 


Positive Trend 


ms The positive security trend is a decrease in the number of wars between states in the closing 
decade of the 20" century. According to the Stockholm International Peace Research Institute (SIPRI), 
the number of “major armed conflicts” around the world declined slowly but steadily from 36 wars in 32 
locations in 1989, to 25 wars in 24 locations in 1997.7 There was a slight rise in 1998, but the number of 
wars between rather than within states dropped to only two in that year, one involving India and Pakistan 
and the other Eritrea and Ethiopia. Given the disastrous consequences of warfare today, any reduction in 
conflict between states is positive. 


Negative Trends 


4. The first negative security trend, and one that is difficult for the international community to 
control, is the explosion within states of wars between ethnic and religious groups, sometimes called 
conflicts of identity and belief, many involving ancient hatreds. In the first five years of the 1990s for 
which figures are available, a total of 5.5 million people died in 93 conflicts of all types involving 70 
states around the world.4 For many countries, therefore, the change from interstate to intrastate conflict 
has not improved security. 


5. The second negative security trend is a rise in the danger to non-combatants. “At the beginning 
of the twentieth century between 85 and 90 percent of war deaths were military...At the end of the 
twentieth century, about three quarters of war deaths are civilians.’ Many of the killers are members of 
ill-disciplined local militias or are individuals of one ethnic group paying off old scores on members of 
another ethnic group, often against their neighbours. The weapons of choice are not sophisticated. 
Surplus small arms are used by militias, and whatever comes to hand has killed many individuals in 
places as diverse as Rwanda, the Balkans and East Timor. 


Z 


6. The third negative security trend is a noticeable deterioration in the behaviour of armed 
aggressors towards their helpless victims. To quote the UN High Commissioner for Human Rights 
(UNHCHR), “Civilians are no longer just victims of war today - they are regarded as instruments of war. 
Starving, terrorising, murdering, raping civilians - all that is seen as Iegitimate...Sex is no defense, nor is 
age; indeed women, children and the elderly are often at greatest risk.’” 


Increase in the Use of Violence for Political Purposes 


di In addition to the SIPRI, a number of institutions around the world have studied armed conflict in 
great detail for some years. Included in this group are, amongst others, the International Institute of 
Strategic Studies (IISS) in London, the Peace Research Institute in Oslo (PRIO), and the Interdisciplinary 
Research Programme on Causes of Human Rights Violations (PIOOM) at Leyden University in The 
Netherlands. 


8. The work of the staff at PIOOM is particularly informative. They have extended the study of 
violence for political purposes beyond the major armed conflicts, to include two smaller but nevertheless 
deadly categories of conflict: low intensity conflict (LIC) in which 100 to 1,000 people are killed 
annually; and violent political conflict (VPC) wherein less than 100 people die per year, but the conflict 
nevertheless has a significant negative effect on the society. In recent years a conflict as intractable as 
Northern Ireland, for example, would be considered a VPC. The numbers of such conflicts for the past 
four years are summarized in the following table: 


Table 1: Armed Conflict Between 1995 and 1999 (PIOOM)’ 


9. The PIOOM table shows that the number of high intensity conflicts has remained relatively 
steady over the last four complete years. Low intensity conflicts have increased from 31 to 77 over the 
same period, however, and there has been a dramatic rise in violent political conflicts from 44 to 151. 
For the international community, such widespread armed conflict within states is difficult to control, and 
has consequences beyond the origins of each conflict. 


Immediate Consequences of Armed Conflict 
10. Regardless of the rationale and expectations of the combatants, the immediate consequences of 


armed conflict in the name of identity or belief are almost all negative, and may be summarized as 
follows: 
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° Fatalities in unacceptably high numbers, particularly amongst non-combatants, that cannot be 
stopped without third-party intervention. Cumulative deaths in the ongoing 17-year inter-ethnic 
hostilities in Sudan, for example, total close to two million; 


° Permanent injuries such as amputations are not as well documented, but certainly exceed the 
total number of fatalities; 
° Ethnic cleansing has been attempted recently with some degree of success in, inter alia, 


Afghanistan, Chechnya, East Timor, Kosovo, Sierra Leone and Sudan, in conditions described by 
the former head of Médecins Sans Frontiéres as “a new age of barbarism;” 


° Poverty is exacerbated in the world’s poorest countries where much of the armed conflict occurs, 
nullifying any chance of improving the already low standards of living; 
° Hunger is made worse by the inability to plant or harvest food or by the deliberate destruction of 


crops, to the point where natural droughts become famine in war-torn countries such as Ethiopia, 
Eritrea and Sudan; 


° Disease is spread due to the conditions under which those driven from their homes must survive, 
and the disruption to inoculation programs in countries such as Sierra Leone; 

° Landmines take an estimated annual toll of 15,000 deaths’ amongst those returning to their 
homes who attempt to cullivate areas where unmarked minefields were sown; 

° Law and Order breaks down in certain countries, as in post-1996 Chechnya, with the 


government unable to guarantee security for its own citizens, aid groups or other visitors, and 
unable or unwilling to stop the export of terrorism and crime; 

e “Persons of Concern” to the UN High Commissioner for Refugees (UNHCR) are created, 
numbering 22.3 million as of January 1999, an improvement on the 1995 record, which at 27 
million approached the population of Canada. Persons of concern include: 

- refugees totalling 11.5 million 

- asylum-seekers who have applied for recognition as refugees (1.3 million) 

- returnees monitored by the UNHCR (1.9 million) 

— internally displaced persons (IDP) unable to leave their own countries (7.5 million).’ 

° Humanitarian Emergencies entrap a possible 250 to 300 million people worldwide,'° close to 
the population of the USA. These humanitarian emergencies are not all caused by armed conflict 
within states, but certainly are made worse by the phenomenon; and 

° “Massive” human rights violations occur, according to the UNHCHR, which become “both a 
consequence of and a contributing factor to instability and further conflict." 


Migratory Pressures 


I]. In the circumstances described, it is hardly surprising that the effects of armed conflict between 
and within states increase the migratory pressures around the world. Nor is it surprising that those who 
have the education, skills or investment potential to meet the immigration standards of the developed 
world leave their homelands in pursuit of a better life, thereby depriving developing countries of much of 
the talent and expertise they need to progress. 


12. When the situation is desperate, others claim refugee status, posing the conundrum as to who is a 
legitimate refugee. Explaining how ethnic violence and conflict in Central Africa in the 1990s “led to 
mass movements of people and an immigrant-led insurgency toppled two governments and threatened 
several others,”!? The Age of Migration reports that “The collapse of government forces and their Hutu 
extremist allies led millions of Rwandan Hutus to flee to Tanzania and Zaire. Many of the perpetrators of 
mass killings fled with them.”"? 
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Se The worldwide problem of migratory pressures created by armed conflict is too large and 
complex a subject to be given adequate treatment here. The bottom line is that while the developed world 
prospers, much of the rest of the world is bedevilled by the disastrous consequences of armed conflict 
between ethnic and religious groups. The resultant tide of refugees, IDPs, and those living in 
humanitarian emergencies is too large to be absorbed easily, and there is no ready solution in sight. 


CANADIAN SECURITY INTERESTS 
International 


14. There are security interests of concern to the international community and the various 
organizations to which Canada belongs, resulting from the immediate consequences of the various types 
of armed conflict described above. Some of these interests are discussed below: 


e Twice in the 1990s, for the first time since the Korean War, Canada went to war at short notice. 
Nobody predicted these conflicts, and it is doubtful if anyone knows when the next conflict will 
require Canadian involvement; 

° For the first thirty years of UN peacekeeping, only 13 peacekeeping operations were deployed; 
in the last twelve years, 36 have been required. -Few were predicted, most involved Canada, and 
almost all were mounted on short warning; 

° The ability to “peacemake” has not proven to be as easy to effect as peacekeeping, as once was 
optimistically expected. There are no blueprints for the type of complex operations in which 
Canadian personnel are involved in the Balkans, for example; they are new and evolving, with 
the security outcome difficult to predict; 

e Most of the 250 armed conflicts outlined in Table | above are located in countries which share 
collective security membership with Canada in the UN, the Commonwealth, or La Francophonie. 
As a middle power of some significance in these organizations, Canada is called upon to play a 
leadership role in the resolution of these conflicts; 


° Canadian prosperity depends to a great extent on trade, so Canada is interested not only in the 
peaceful resolution of global conflicts, but a stable world in which to prosper; 
° 1.5 million Canadians live outside Canada and up to four million Canadians travel abroad each 


year as employees of government, NGOs, private enterprises, missionary groups, peacekeepers 
and tourists. Attacks on any of these groups, deliberate or accidental, is a concern for Canada;"* 

e Hijackings and kidnappings also are a concern. The Canadians captured in Columbia last fall 
eventually were released unharmed, as were the Canadian hostages seized at the Japanese 
embassy in Lima, Peru, in 1997 ; but British and New Zealand civilian communications workers 
kidnapped in Chechnya in 1998, for example, were beheaded; 


° Terrorist tactics such as car bombs and armed attacks on groups of tourists in crowded areas 
indiscriminately place uninvolved people at risk; 
° In accordance with the principle of the self-determination of peoples, the UN expanded from 51 


members in 1946 to over 180 today, adding 21 in the 1990s alone. The previous UN Sccretary- 
Gencral warned that if the trend continued, the world would consist of several hundred mini- 
States, most of them economically unsustainable, in itself hardly a recipe for peace and stability; 
and 

. Many of the 259 conflicts will not be resolved in a manner satisfactory to all parties. Winners 
normally will form the government, with intelligence and security forces to keep them in power; 


ace 
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losers will tend to form terrorist organizations to continue and export the struggle to the 
developed world and strive to obtain the best publicity for their cause. 


Prevention and Control 


5, The prevention and control of these international security problems will require an international 
response. Progress has been made, but a much greater degree of cooperation between states and 
organizations than hitherto has been possible will be needed in the future. 


Domestic 


16. Canada is interested in preventing the import of political conflict from abroad, in any of its 
various pernicious forms. Most immigrants and refugees seek a better life, and those who settle in 
Canada are entitled to leave their conflicts behind them and be protected in this country from harassment, 
coercion or physical violence. Unfortunately, there have been too many examples in recent years of 
illegal, undesirable or violent acts in Canada associated with homeland conflicts elsewhere, most of 
which have been reported adequately in the news media. Some examples follow: 


° the assassination of a Turkish military attaché in Ottawa; 

° the Air India bombing that claimed 329 lives; 

° an attack on the Turkish embassy that caused the death of a Canadian security guard; 
° a bomb of Canadian origin that killed 2 people in Japan’s Narita airport; 

° the wounding of a cabinet minister from the Punjab visiting BC; 

° the shooting of a Punjabi-language newspaper editor in Vancouver; 

° the occupation of the Iranian embassy in Ottawa, without loss of life; 

° an attack on a Sudanese politician at the Ottawa airport; 

° Kurdish and Serbian demonstrations that turned violent and caused injuries; and 

° widely reported attempts by apprehended terrorists to cross the border into the USA. 
WE To prevent repetitions of similar acts and the import of political conflict from abroad, the Service 


applies the CSIS Act to: 


° operate a counterterrorism program that includes the investigation of more than 50 organizations 
and over 350 individuals; 

° discourage foreign intelligence services from interfering with expatriate nationals residing in 
Canada who might sympathize with homeland conflicts abroad, 

° protect Canadian citizens from monitoring, manipulation, coercion or threats of violence from 
representatives on cither side of homeland conflicts; 

° deny terrorist organizations the chance to use Canada to plan, finance and support operations 
abroad; 

° frustrate the continuous attempts of terrorists to use Canada as a staging area for entry into the 
United States; 

° conduct security screening to expel or prevent the entry of war criminals and members of terrorist 
groups or transnational criminal organizations; 

° prevent the loss of Canadian economic information that could benefit insurgencies elsewhere; 


° ensure that Canadian cyberassets are secure {rom the more sophisticated terrorist groups, 
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° cooperate with law enforcement agencies to counter the import of transnational criminal activity 
intended to raise money for Overseas causes; and 
° prevent the export of Canadian precursors, information and expertise needed to make weapons of 


mass destruction. 
CONCLUSIONS 


18. A review of the available open-source information on conflicts between and within states 
worldwide leads to the following conclusions: 


e the instability and use of violence for political purposes caused by conflict between and within 
states that was evident in the 1990s continues into the 21* century; 


° a positive trend is that conflict between states is declining; but 


° three negative trends in conflict between and within states are discernible; 
- an explosion of conflict within states between ethnic and religious groups; 
- a significant rise in the danger to non-combatants; and 
- a deterioration in the behaviour of armed aggressors towards their victims; 


° the immediate consequences of armed conflict are disastrous for the countries involved; 
° migratory pressures are created for which essentially there is no remedy; 
° armed conflict between and within states creates international security problems for Canada and 


the organizations to which Canada belongs, requiring an international response; and 


° conflict between and within states abroad creates domestic security problems for Canada, 
requiring a cooperative interdepartmental government response. 


fi 


PIOOM HIGH-INTENSITY CONFLICTS, AS OF NOVEMBER 1999! 
(More than 1,000 deaths, 1998-99) 
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Report # 2000/07 


TRANSNATIONAL CRIMINAL 
ACTIVITY: A GLOBAL CONTEXT 


This paper uses open sources to examine any topic with the 
potential to cause threats to public safety or national security. 
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INTRODUCTION 


1. Criminal activity that transcends national borders is one consequence of the globalization of the 
world economy. The array of modern telecommunications, banking, travel and financial systems which 
now span the globe has given criminal elements the tools to move people, money and goods across 
national borders with much greater ease than in the past. As a result, today’s international criminal 
organizations are adaptable, sophisticated, extremely opportunistic, and immersed in a full range of 
illegal and legal activities. 


Zz While still involved at the lower level with drug trafficking, prostitution, loan-sharking, illegal 
gambling and extortion, they have expanded their activities to a corporate level where they are active in 
migrant smuggling, bank fraud, gasoline tax fraud, the depletion of natural resources, environmental 
crime, corruption and large-scale insurance fraud. In addition, their frequent use of money earned from 
their illegal ventures to fund legitimate ones allows them to launder “dirty” money and earn even more 
profits. They also apply many of their criminal tactics in these legal business operations, using violence 
or murder to get ahead. Transnational criminal syndicates are not afraid to work globally in any country 
where legal or bureaucratic loopholes allow them to take advantage of the system. As with international 
corporations, these organizations are quite willing to work together, often bartering for the use of each 
other’s unique talents to accomplish specific tasks, or to make longer-term arrangements when it suits 
their needs. 


3: At their Summit in Birmingham, England in 1998, the G-8 leaders identified transnational 
criminal activity as one of the three major challenges facing the world in the 21* century. The leaders 
vowed to continue the fight against this worldwide problem which, they declared, threatens “to sap 
(economic) growth, undermine the rule of law and damage the lives of individuals in all countries of the 
world.” The G-8 Lyon Group, which was formed in 1996 after Canada raised the issue of international 
crime at the 1995 Halifax Summit, is an international working group dedicated to mobilizing the full 
resources and influence of G8 countries to combat the threat of transnational organized crime. 
Additionally, the United Nations (UN) has made the issue of organized crime one of its priorities for the 
21" century and is currently working to complete a Convention against Transnational Organized Crime. 


DISCUSSION 
The Threat 


4. As a threat to national security, transnational criminal activity can impact on both weak states and 
those which are stronger and more advanced. International criminal syndicates can affect the economic 
security of advanced industrialized states in that their basic activities of corruption, extortion, fraud, 
money laundering, tax evasion, price fixing, abusing immigration regulations and other criminal 
undertakings can seriously undermine the workings of the free market economy and have a negative 
impact on the integrity of government institutions such as immigration programs. In the case of less 
advanced nations with weak structures and/or tenuous legitimacy, the power wielded by transnational 
criminal organizations can even rival that of the state. 


2 


1 In any nation where transnational criminal groups are extremely powerful, even though the state 
may have nominal control over its sovereignty, the reality is that criminal syndicates are likely holding 
the reins. This has security implications not only for the country itself, but also, given the borderless 
nature of crime in today’s world, for the neighbours of any such criminalized state.!.- Unchecked 
transnational criminal activity can challenge a nation’s sovereignty in other ways. Other nations may 
adopt measures designed to protect their country and citizens from transnational crime which may have 
extra-territorial consequences. For example, when the effectiveness of one country’s immigration laws 
has been weakened, either through the corruption of its immigration officials, or through the exploitation 
of any legislative loopholes in immigration laws, other nations may impose visa restrictions on citizens of 
that country as a protective measure. Furthermore, large-scale money laundering can cause a country’s 
banks and financial institutions to be bypassed and can make foreign investment unattractive. 


6. Given that transnational crime groups do not consider international borders as impediments, they 
are not only a threat to the nations where they are based, but threaten any society where they conduct 
their activities. Ata local /community level, the activities of these organizations pose threats in that they 
often give rise to a variety of social problems, such as drug abuse and violence, leading to increased 
health care, social program and law enforcement costs. However, since the majority of illegal activity 
takes place “underground”, and is therefore difficult for law enforcement to detect, actual numbers are 
unavailable. 


Transnational Criminal Activity “Hot Spots” 


7: Transnational criminal activity, by its very nature, affects almost every area of the world, but 
some are more strongly affected by it than others. These areas include: Russia /Eastern Europe, Western 
Europe, Asia, North and South America, and Africa. Crime groups from or operating in these arcas are 
highly organized, operate globally and have the resources to divide different parts of the world amongst 
themselves for their specific criminal activities. 


Russia / Eastern Europe 


8. Due to the multitude of meanings given to the words "organized crime" by the Russian 
government, the media and the public, it is difficult to determine exactly what qualifies as organized 
crime — making it equally difficult to accurately quantify the problem.? While estimates vary widely, it is 
generally accepted, in available literature, that 5,000 to 8,000 criminal organizations with as many as 
100,000 members? control between 25 and 40 per cent of Russia’s gross national product (GNP). The 
Russian Interior Ministry (MVD) estimates that criminal organizations control 40 per cent of private 
businesses, 60 per cent of state-owned enterprises and between 50 and 80 per cent of banks in Russia. 

The MVD believes the annual black market revenues of these groups to be more than $18 billion.‘ 
Approximately 300 Russian and Eastern European organized crime groups are said to operate 
transnationally in various areas. Four key areas form the foundation of their global criminal power: 


narcotics trafficking, illegal arms dealing, money laundering and the export of Russian natural resources 
such as oil, minerals and precious metals.° 


Western Europe 


9. Although recent media hype regarding transnational organized crime has largely ignored Western 
Europe, one of the world’s oldest and most famous “brands” of international crime operates in the 
region: the Italian Mafia. While primarily involved in drug trafficking (largely heroin) and money 
laundering, Mafia groups are also active in the areas of extortion, weapons and diamond smuggling, and 
illegal disposal of radioactive waste.° Italian Mafia groups, particularly the Sicilian Mafia, are active in 
Canada. According to Italian authoritics, several of their most wanted Mafia members have found refuge 
in Canada, the US and South America.’ 


Asta (Triads, Big Circle Boys, Yakuza, and Vietnamese gangs) 


10. The Chinese Triads, the Big Circle Boys, and the Japanese Yakuza are among the most prominent 
types of groups involved in Asian-based transnational crime. Today’s triads, most of which are based in 
Hong Kong, Macao and Taiwan, are not monolithic organizations with a strict hierarchical structure like 
other transnational crime groups, such as the Italian Mafia.® Instead, they are collectives of individual 
groups which normally operate independently, yet will often cooperate with each other. The triads are 
involved in a variety of illegal activities, all of which are very lucrative. These include: drug trafficking; 
money laundering; corruption; computer software piracy; credit card forgery and fraud; counterfeit 
identification and currency operations; and migrant smuggling.? The world’s largest triad is the Hong 
Kong-based Sun Yee On, with anywhere from 47,000 to 60,000 members carrying out activities 
worldwide. The second largest, the 14K triad, has an estimated membership of more than 20,000 
operating internationally. 


e F Another Chinese transnational crime syndicate of interest is the Big Circle Boys (Dai I1uen Jai or 
BCB). This is less a single, centrally led organization than a loosely affiliated group of gangs operating 
independently and cooperating only when needed. Several BCB cells often operate in the same large 
city. While the BCB organization is not a triad, its operations are nearly as sophisticated as those of the 
triads. BCB members are active in drug trafficking, migrant smuggling and large-scale credit card 
forgery and fraud.'° Vietnamese gangs are also a concern. These gangs, known for their extreme 
violence, engage in illegal activities ranging from property crime, drug trafficking, and cigarette 
smuggling to high technology theft, financial fraud and other white collar crime. Vietnamese gangs have 
an established presence in Asia, Eastern Europe, Australia and North America. 


LZ The Japanese Yakuza (also known as the Boryokudan) groups are similar to the triads in that they 
have a long criminal history dating back at least to the 18" century. Unlike most transnational criminal 
organizations, however, Yakuza syndicates are relatively open criminal socicties, some of whose 
members have been known to have their own business cards, complete with Yakuza emblem. Some 
organizations have even published newsletters and magazines. Estimates of Yakuza membership in Japan 
run as high as 80,000. Their worldwide activitics include the drugs and arms trades, money-laundering, 
the penetration of legal business enterprises and inflating land prices. The Yamaguchi-gumi, based in 
Kobe, is the largest Yakuza organization with an estimated 26,000 members in more than 944 affiliated 
gangs. Its estimated revenue in 1994 was in the range of US $25 billion to US $38 billion.'’ However, 
there is little evidence of Yakuza existence in Canada. 


Africa (Nigeria and South Africa) 


13. Given the political / cconomic instability and the rampant corruption’? found in Nigeria, it is no 
surprise that transnational crime has found a home there. For instance, Nigerian transnational crime 
groups are known in many areas of the world for their advance fee frauds, which are also known as “419 
scams” — named for the article of the Nigerian criminal code that covers such operations. This operation 
involves duping an unsuspecting individual in another country into sending an amount of money by 
promising that a much larger sum will come their way after the completion of administrative necessities. 
Disguising their fraud as a business endeavour, Nigerian organized crime groups have been known to 
effectively target elderly people in the West who often have no recourse if they give up their life savings. 
Nigeria also acts as a base of operations for large trafficking groups which smuggle Southeast and 
Southwest Asian heroin into the United States and Europe. 


14. In South Africa, international organized criminal activity takes two forms — groups which are 
native to the country and groups based in other areas of the world but active in South Africa. The ranks 
of some South African based groups include former members of the apartheid security forces who are 
involved in weapons smuggling, drug trafficking and prostitution rings. The Russian mafiya, Chinese 
triads and Nigerian groups are also active in South Africa, where in addition to being involved in the 
more common transnational crimes, they also engage in diamond smuggling and trafficking / smuggling 
of endangered species (or products made from them). 


Latin America / Caribbean 


1S. When it comes to transnational crime, Colombia and cocaine trafficking are inextricably linked. 
The bulk of the world’s coca leaf production occurs in Colombia, Bolivia and Peru. However, according 
to the World Drug Report, published in 1998 by the UN, it is Colombia that manufactures some 70-80 per 
cent of the world’s refined cocaine. In the past, two main cartels — Cali and Medellin — dominated the 
cocaine trafficking business in Colombia, but after law enforcement crackdowns broke their hold in the 
mid- 1990s, a decentralization of the industry occurred. For instance, the World Drug Report indicates 
that Mexican cartels have since become more prominent. 


16. The tri-border region of South America (Argentina, Brazil and Paraguay) has been described as 
“a magnet for organized crime”, a “danger to the entire continent” and “a free zone for significant 
criminal activity”. Although it does not appear that the region is home to any major ethnic-based groups 
of its own, Asian-based organized criminal groups, such as the Big Circle Boys, are very active there. 
Crime groups from Colombia and Lebanon also operate in the area. Money laundering is another 
prominent activily. For example, Brazilian police have investigated bankers who reportedly laundered at 
least US $7 billion in the region. 


sy International banking centres (IBCs) are renowned as tax-havens and often operate under strict 
bank secrecy rules, confidentiality laws and lax reporting regulations which often inhibit both domestic 
and foreign law enforcement agencies in properly investigating transnational financial crimes. Many of 
these IBCs are located in the Caribbean and the South Pacific Islands and are prime targets for 
transnational criminal groups to launder money. According to the International Monetary Fund (IMF), 


funds in worldwide offshore accounts grew from US $3.5 trillion in 1992 to between US $8 trillion and 
US $10 trillion today.” 


5 
North America (La Cosa Nostra and outlaw motorcycle gangs) 


18. North America either acts as a base of operations or a sphere of activity for all of the 
transnational criminal organizations mentioned above. In addition to these groups, there are two other 
types of criminal organizations worthy of mention: La Cosa Nostra and outlaw motorcycle gangs," 


19, Generally speaking, La Cosa Nostra is the American offshoot of Italian-based organized crime. 
This group of Italian Mafia families has its beginnings in the United States’ Prohibition era when liquor 
trafficking made fortunes for those willing to break the law. There are 25 La Cosa Nostra families, with 
five of the most influential headquartering their operations in New York City. La Cosa Nostra 
organizations are involved in criminal activity in most major cities in the United States. Their activities 
include drug trafficking, illegal gambling, arms trafficking, prostitution, extortion, skimming public and 
private works contracts, usury and infiltration of legitimate business activities (such as construction, food 
retailing and influencing unions). La Cosa Nostra groups often work with their Italian-based brethren 
who conduct operations in the United States, although they occasionally compete with them as well.'® 


20. The Hells Angels Motorcycle Club, with its headquarters in Oakland, California, is the world’s 
largest outlaw motorcycle gang. It has 180 chapters located around the world, including the United States, 
Canada, Great Britain, numerous European countrics, Australia, New Zealand, South Africa and Brazil. 
According to the RCMP, the Angels are involved in a variety of criminal enterprises, including drug 
trafficking, prostitution and money laundering. With 18 Canadian chapters and some 200 members 
across Canada, they exercise enormous criminal clout. 


Emerging Trends in Transnational Crime 


21. Cybercrime has already emerged as a proven weapon in the arsenal of transnational criminal 
organizations and it is expected to play a bigger role in years to come. The growth and interconnection of 
global computerized financial networks has allowed these organizations to launder the profits of their 
illegal ventures quickly and easily through transactions that are instantaneous and difficult to trace. It is 
also believed that transnational criminal organizations have, or soon will have, the capability to use 
computers for a multitude of other illegal activities, for instance, “hacking” or “cracking” into the 
computer systems of corporations, accessing valuable information and then extorting the corporation by 
threatening to manipulate, deny access to or destroy the data."® 


fits Legitimization is another trend among transnational criminals. Some are attempting to distance 
themselves from the illegal aspects of their operations by involving themselves in legitimate business 
ventures — which are funded by the almost bottomless profits acquired through their criminal activities. 
Others seek civic legitimacy by making donations to community hospitals, charities, universities and 
political parties."’ 


2. Cooperation among transnational criminal organizations, already a major factor in the new 
world order of crime, is expected to continue and expand. Partnerships, bartering arrangements and 
alliances, either short or long term, allow these syndicates to better evade law enforcement agencies, to 
share existing infrastructure and to improve risk management. 


CONCLUSIONS 


a Transnational criminal organizations will continue to expand their influence — moving away from 
their centres of origins, spreading around the globe and insinuating themselves into the world’s economy. 


5 Weaker, developing countries are more susceptible to the threats posed by transnational crime 
groups. Stronger countries are also vulnerable and as such, transnational criminal organizations will 
continuc to expand into Canada. 


a Efforts are being made to curb the growth of transnational criminal activity in Canada through 
policy and legislative remediation. The effort is national in scope, with contributions coming from 
federal, provincial and municipal levels of government and from the private sector. 


a New legislation such as Bill C-22: An Act to Facilitate Combatting the Laundering of Proceeds of 
Crime and to Establish the Financial Transactions and Reports Analysis Centre of Canada (FINTRAC) 
will create a financial intelligence unit that monitors suspicious transaction activity and cross-border 
currency movements. There are also proposed changes to immigration laws with Bill C-31: Immigration 
and Refugee Protection Act. These changes, combined with Canada’s participation at an international 
level, are positive steps in the fight against transnational organized crime. 


Law enforcement agencies in Canada have the lead role in the fight against transnational crime. 
They collect tactical intelligence, which leads to arrests and prosecutions, as well as strategic intelligence 
that provides a comprehensive view of a threat environment, assesses the extent of the threat and points 
out areas at risk. To this end, they cooperate with other police agencies in Canada, as well as international 
police agencies, through the sharing of evidence, legal instruments and the ability to seize assets acquired 
with the proceeds of crime. 


© Due to the pervasive nature of transnational organized crime, law enforcement efforts alone are 
not sufficient. Global strategies are needed to stem its growth. In addition to the collection of strategic 
intelligence in Canada, the Canadian Security Intelligence Service participates in broader Government of 
Canada efforts at the international level. Organizations, like the G-8 Lyon Group, whose mandate is to 
combat the threat of transnational crime are an effective forum for dealing with common strategies. As 
well, Canada is currently involved in the United Nations Transnational Organised Crime Convention and 
its three protocols against Migrant Smuggling, Trafficking in Persons and Firearms. 


CANADIAN CONCERNS 


24. Although reports vary, it appears that there are anywhere from five to 18 active transnational 
criminal organizations represented in Canada. This includes Asian triads, Colombian cartels, Italian Mafia 
groups, the most influential being the Sicilian Mafia, Russian/Eastern European mafiyas, Nigerian crime 
groups and major outlaw motorcycle gangs.'® 
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se Transnational crime poses a serious threat to Canada’s economic security. Criminal activities 
such as large-scale money laundering and fraud can make it more difficult for legitimate businesses to 
succeed. Furthermore, these activities can have a destabilizing effect on investment, tax revenues, 
international reputation, and consumer confidence. Canadian companies operating and investing abroad 
may unwittingly become involved in businesses with links to organized crime and may run the risk of 
losing their investments. This can negatively impact on both the domestic Canadian economy and on 
Canada’s international trade. 


26. The illegal actions of transnational crime organizations threaten law and order, directly affecting 
people’s sense of security, trust and community. The growth of transnational crime has forced 
government to spend more of its budgets on enforcement. Adding to the increased enforcement 
expenditures and the burden on the criminal justice system is the fact these activities often result in social 
costs with long-term effects, e.g. drug dependency and a rise in violent crime. Additionally, attempts at 
corrupting public officials, and the exploitation of government programs such as the immigration system, 
jeopardize the integrity of these programs and institutions. Annex | discusses five areas of transnational 
crime affecting Canada. 
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ANNEX 1 
Five Types of Transnational Criminal Activity Affecting Canada 


Economic Crime — One of the most potent examples of how transnational criminal activity has 
the capacity to affect Canada’s economic security came to light in May 1998, when the FBI seized 
financial documents in a raid at the head office of YBM Magnex Inc. in Newton, Pennsylvania. YBM 
was suspected of having tics to Russian organized crime and of money laundering. The Canadian arm of 
the company, YBM Magnex International Inc., was very popular on the Toronto Stock Exchange’s 300 
composite index. It had amassed a market capitalization of almost $1-billion until trading was halted 
following the American seizures. This incident shows there is a legitimate concern that Canadian stock 
markets have the potential to be used in order to develop holding companies or shell companies to aid 
organized criminal elements in laundering their ill-gotten gains.” 


Environmental Crime — There are two main areas of concern in Canada: illicit trade in ozone 
depleting substances (ODS) and illicit hazardous waste treatment and disposal. With respect to ODS, 
Canada purportedly supplies a substantial portion of the US black market in chlorofluorocarbons.”” The 
treatment and disposal of hazardous waste is highly profitable and the existence of organized crime in this 
industry is internationally recognized. While there has been little research done in Canada, the Auditor 
General has concluded there are incentives for illegal trade in hazardous waste within the Canadian 
legislative system and it is likely that organized crime is involved in the Canadian industry.”! 


Illicit Drug Trade — Estimates of the size of the global illicit drug market range between US 
$350 billion and US $400 billion and estimates for the Canadian illicit drug market are between $7 billion 
and $10 billion annually.” The cost to Canadian society that comes with this level of drug trade is great. 
Increased costs to health care, social services, and law enforcement can shift resources and priorities for 
government spending. For example, in the 2000 budget, the Government of Canada increased the RCMP 
budget expressly to fight organized crime. Additionally, a large illicit drug market can affect foreign 
relations with the US and others who view Canada as a source country for drugs like cannabis or a transit 
country for heroin. 


Illegal migration — Increasingly, human smuggling involves organized transnational criminal 
networks whose sophisticated methods are making detection and apprehension more and more difficult. 
The UN estimates that, of the 125 million displaced migrants throughout the world, 15 million were 
transported by illegal migrant-smuggling syndicates. In addition to economic concerns, illegal migration 
has serious implications for Canadian immigration and visa processes. The exploitation of Canada’s 
immigration system undermines its ability to operate and undermines the confidence Canadians have in 
government programs. 


Money Laundering — The IMF estimates the present scale of global money laundering 
transactions to be 2 to 5S percent of global GDP and that the impact of money laundering is large enough 
that it must be taken into account by macroeconomic policy makers.**? When using the IMF formula, it 
can be estimated that $5 billion to $17 billion is laundered in Canada every year. Canada is one of 48 
countries designated as a ‘primary concern’ for money laundering on the US State Department’s 2000 
International Narcotics Control Strategy Report. Money laundering is a key activity of organized crime 
groups. Without the ability to launder their illegally earned money, these groups would not likely survive. 
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ENDNOTES 


1. For a more in-depth analysis of threats to localized / individual, national and international security, 
please see the journal article, “Transnational Criminal Organizations and International Security”, which is 
noted in the “Bibliography” section of this paper. 


2. There are a variety of reasons why any statistics coming from Russia regarding the phenomenon of 
organized crime should be viewed with care. For instance, the former head of the State Statistics 
committee, his deputy and the director of the committee’s computer centre were charged with “large- 
scale fraud committed by a group” in 1998. (“Former head of State Statistics Committee gave Skuratov 
his solemn word”, The Current Digest of the Post-Soviet Press, vol. 50 no. 24, p. 12) 


3. The ranks of the Russian mafiya include a large number of former KGB (former Russian foreign 
intelligence agency) and GRU (Russian military intelligence) employees. Their contribution includes 
professional knowledge and experience, networks of informers and agents, and close ties to their former 
employers. (From A Criminal Tango, by Slawomir Popwski, printed in the Warsaw Rzeczpospolita, 
March 10, 1999.) 


4. The Merger: How Organized Crime is Taking Over Canada and the World, Jeffrey Robinson, 
McClelland & Stewart Inc., 1999, p.7 


5. Jane’s Intelligence Review, Special Report No. 10, “Mafiya: Organized crime in Russia”, June 1996. 
6. Global Mafia, Antonio Nicaso and Lee Lamothe, Macmillan Canada, 1995 pp. 50-72 

7. Criminal Intelligence Service Canada, 1999 Annual Report on Organized Crime in Canada, p. 13 

8. “Best Practice in Intelligence Management with Respect to Chinese Organized Crime”, Trends in 


Organized Crime, published by Transaction Periodicals Consortium at Rutgers University, New 
Brunswick, New Jersey 


9. Criminal Intelligence Service Canada, 1997 Annual Report on Organized Crime (Internet edition), p. 8 
of 31 and “Asian Organized Crime in Canada,” Kenneth Yates, 17" Annual International Conference on 
Asian Organized Crime, 1995, p. 160. 


10. Dragons of Crime, James Dubro, Octopus Publishing Group, Markham Ontario, 1992, p. 240-241 


11. Organized Crime in Japan - the Boryokudan, by Robert Mcdougall, Case Manager Branch, 
Citizenship and Immigration Canada, National Headquarters April 1994, Government of Canada, 
Unclassified See also: Yakuza Diary, Christopher Seymour, Atlantic Monthly Press, New York, N.Y., 
1996, p.26. 


12. A “corruption-perception” index released in 1999 by “Transparency International”, a Berlin-based, 
non-profit group, indicates that Nigeria is one of the world’s most corrupt nations. This index measures 


the impact of government corruption on national development. 


13. SOURCES Global Briefings, Issue 181, 2000 04 19, p.7. 
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14. For an overview of outlaw motorcycle gangs and, more specifically, the Hells Angels, see the 
Gazette: A Royal Canadian Mounted Police Publication, vol. 60, nos. 9 & 10, September / October 1998. 


15. World Drug Report, United Nations Drug Control Programme, 1998, p. 132 


16. The term "hacker" previously was used to describe a person with the knowledge and capability to 
manipulate software applications at the code level, and the term had positive connotations. The term 
"cracker", which originated in the engineering/security community, is used to describe a person who has 
the same skills as a hacker but uses them with malicious intent. The Service uses the term "hacker" to 
describe any person engaging in any type of unauthorized computer activity with malicious intent. 


17. Some Canadian politicians have been targets of these tactics. Four Members of Parliament (MPs) 
received a total $33,000 from a businessman with direct ties to Russian transnational crime. When the 
source of the donation was discovered, the MPs tried to return it. However the businessman was 
deceased. (From Timothy Appleby and Keith McArthur; “Election '97: Tainted Money Sticks to Grits: 
Officials Try to Unload Mob-Linked Donations”, The Globe and Mail, 24 May 1997, p. Al; also 
Canadian Press, “Returning mob-tainted money has Liberal lawyer at wit's end,”? The Edmonton Journal, 
5 July 1997.) 


18. This varies according to the source of the information. In its 1998 annual report on organized crime, 
the Criminal Intelligence Service of Canada makes note of five types of ethnic-based organized criminal 
groups active in Canada. The Ottawa Citizen, in an article featuring an interview with organized crime 
expert Antonio Nicaso, has reported as many as 18. (“Canada makes it easy for the Mob”, Ottawa 
Citizen, 8 June 1998) 


19. “YBM linked to Russian mob,” Financial Post, 20 May 1998 


20. Organized Crime Impact Study: Highlights, Samuel Porteous for the Solicitor General of Canada, 
1998, p.6 


21. Organized Crime Impact Study: Highlights, pp. 6-7. Also from the report: “According to a 1990 
study the estimated health care and loss of life associated with one tonne of improperly treated or handled 
hazardous waste on Canadian soil averages out to approximately $9,000 per tonne and amounts to several 
billion dollars per year. These estimates do not include clean-up costs.” (p.7) 


22. The World Geopolitics of Drugs: 1998-99, Geopolitical Drug Watch, April 2000, p.18. 


23. Money Laundering: The Importance of International Countermeasures, Address by Michel 
Camdessus, Managing Director of the IMF, 1998 02 10, p.1. 
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ANTI-GLOBALIZATION - A 
SPREADING PHENOMENON 


This paper uses open sources to examine any topic with the 
potential to cause threats to public safety or national security. 
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INTRODUCTION 


L; Shock and surprise were widespread in the wake of the disruptive protests and associated 
violence that characterized the Seattle World Trade Organization (WTO) Ministerial Conference, 29 
November-3 December, 1999. Yet the demonstrations were not something new, nor was the principal 
target - multinational corporate power - an unexpected focus. Opposition to corporate globalization has 
been growing for several years, a trend underscored by increasing media attention since 1995. Security 
agencies at Seattle, however, were caught off-guard by the large number of demonstrators and scope of 
representation, combined with the use of sophisticated methods and technology that effectively shut down 
the Conference. 


2 Prior to Seattle, the most recent associated event occurred six months earlier, on 18 June, 1999, 
when protests known as "J18" were organized to coincide with the G8 Economic Summit in Cologne, 
Germany. The focal point was the City of London, where a march of 2000 people degenerated into a riot 
in which 42 people were injured and damage was estimated at one million pounds sterling.! But the 
activities were not confined to London; cities in North America and Europe also were involved, and in 
most cases financial districts were targeted. 


fs Bringing together a broad spectrum of interests and agendas, J18 incorporated both people and 
technology. While the former demonstrated on the streets, the latter featured in cyberattacks against 
business institutions. For five hours, at least 20 companies were subjected to more than 10,000 attacks by 
hackers’. Adding a sense of insult to injury, the Internet was the means by which the concept of J18 
originated, and by which the event was ultimately orchestrated. 


4. Neither J18 nor the WTO protest in Seattle, or its counterpart, A16, the International Monetary 
Fund/World Bank (IMF/WB) demonstration five months later in Washington, DC, were unique, one-off 
events. As exemplified by further protest activity at the Organization of American States (OAS) 
Ministerial Meeting in Windsor, and the World Petroleum Conference (WPC) in Calgary, similar 
incidents can be expected to occur in various forms and with varying degrees of intensity, aiming at the 
same target - corporate power - for the foreseeable future. Reminiscent of the Vietnam and anti-nuclear 
protest era of the ‘60s and ‘70s, the activities are global in scope, international in locale, and have 
involved sites in Canada on several occasions. 


SITUATION 


<i Meetings of international monetary, trade and environmental organizations, which in the past 
incited little or no protest interest, are now drawing the attention of thousands of anti-globalization 
activists. Representing a broad spectrum of groups, lobbyists, and overlapping networks, including some 
violent extremists whose presence raises security concerns, they share a mutual antipathy - that of 
multinational corporate power. Often described as more influential and stronger than government, some 
corporations boast budgets larger than the gross domestic product (GDP) of many nations: “...of the top 
hundred economies, fifty-one are multinationals and only forty-nine are countries”. 


6. Alleged abuse of corporate power by multinationals is the basic focus of protest activity. Large 
corporations with international undertakings stand accused of social injustice, unfair labour practices - 
including slave labour wages, living and working conditions - as well as a lack of concern for the 
environment, mismanagement of natural resources, and ecological damage. Anti-globalization 
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demonstrations have achieved worldwide support partly because the target, per se, its representatives, and 
its effects are global in nature. Major brand names, among them Nike, Starbucks, McDonalds, and Shell 
Oil, are principal targets, ironically because their massive advertising campaigns designed to engender 
public prominence have been successful - and that status is being used to highlight the charges brought 
against them. 


As Protest objectives extend beyond the claimed corporate impropriety, however. Multinational 
economic ingtitutions, such as the World Trade Organization (WTO), the World Bank (WB), and the 
International Monetary Fund (IMF), are scen as establishing, monitoring, and rendering judgements on 
global trade practices, and are viewed as the spearheads of economic globalization. These institutions, 
considered to be the servants of corporate interests, exercising more power than elected governments and 
interested only in the profit motive, have increasingly become principal demonstration targets. 
Underlying the anti-globalization theme is criticism of the capitalist philosophy, a stance promoted once 
again by left-of-centre activists and militant anarchists. 


8. The global parameters have encouraged disparate groups and individuals to participate in the 
demonstrations. In Seattle and Washington, for example, the wide variety of parading malcontents 
evoked the eclectic ambience of a “protest county fair”. Circumstances also have promoted the 
involvement of fringe extremists who espouse violence, largely represented by Black Bloc anarchists and 
factions of militant animal-rights and environmental activists. The melding of various elements and 
establishing of strange-bedfellow ties at individual demonstrations have contributed both to the impact 
and the unique character of the events. 


DISCUSSION 
The Issues 


9. The growing trend toward anti-globalization activism is directed, first, against “big business” - 
multinational corporate power - and, second, against “big money” - global agreements on economic 
growth. Allegations of exploitive labour and human-rights abuses reach back to the mid-1990s when a 
number of corporations producing major brand name products, such as Nike sneakers, Gap jeans, and 
Starbucks coffee, were accused of union-busting, sweatshop working conditions, and child labour 
practices on a global scale. Among other well-known multinationals, McDonalds, Monsanto, and Shell 
Oil were indicted for similar faults. The litany of castigation ranges across a broad spectrum, including 
paying low wages, offering minimal health benefits, depleting old-growth and rain forests, using unsafe 
pesticides, bio-engineering agriculture crops, violating animal rights, and colluding with violent and 
repressive regimes. 


10. Accusations against the multinationals continue - students still gather in Eugene, Oregon, the 
home of Nike, to protest the corporate giant’s Third World labour practices - but increasingly they are 
being supplemented by demonstrations against such institutions as the World Trade Organization (WTO), 
International Monetary Fund (IMF), and the World Bank (WB). Protagonists claim these establishments 
promote and facilitate corporate power and that elected governments are being overshadowed in the 
political arena by global economic institutions and their efforts to direct and expand economic growth. 
Activists, however, are divided in their anti-globalization position. The larger segment supports 
restructuring corporations to reflect accountability and transparency; the smaller segment, while also 
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supporting these objectives, actively promotes the total demise of global structures including the WTO. 
Anarchist activists and some environmentalists fall in the latter category. 


ae The philosophy of capitalism also is under attack, facing charges that it is ignoring the social 
welfare of individuals, and destroying cultures and the ecology in the quest for growth and profit. As 
prominent corporate names come under fire, making for good publicity and media attention, groups such 
as animal-rights activists and environmental protection advocates vie for an opportunity to share the 
spotlight, many making similar claims about exploitation. Some observers term the situation the “rise of 
the New New Left’ and draw comparisons to the 1968 Parisian “summer of the barricades”. The 
unifying elements on this occasion, however, are the powers of the corporations, name-brands, 
globalization, and the interests of capital, in opposition to the welfare of workers, exploitation of the 
ecology, and a range of collateral issues. Many factors are involved, with certain incidents cited as 
triggers, among them the death of Nigerian activist Ken Saro-Wiwa, and the campaigns against Kathy 
Lee sportswear, Wal-Mart, Mattel and Disney, and Shell and Chevron Oil Companies, which draw 
attention to the claims of the protesters and give substantive meaning to the demonstrations. 


pa In her book, No Logo, Canadian Naomi Klein claims 
..corporate investment in the Third World was seen ...as a key to alleviating poverty and 
misery. By 1996, however, that concept was being openly questioned, and it was 
recognized that many governments in the developing world were protecting lucrative 
investments - mines, dams, oil fields, power plants and export processing zones - by 
deliberately turning a blind eye to egregious rights violations by foreign corporations 
against their people.° 


Further, she states: 
At the heart of this convergence of anticorporate activism...is the recognition that 
corporations are much more than purveyors of the products we all want, they are also the 
most powerful political forces of our time....So although the media often describe 
campaigns like the one against Nike as “consumer boycotts”, that tells only part of the 
story. It is more accurate to describe them as political campaigns that use consumer 
goods as readily accessible targets, as public-relations levers and as popular-education 
tools.° 


[3! Although multinational corporations and international trade institutions are the subjects of 
criticism, not all observers share a negative perspective. Many commentaries are published which speak 
in favour of beneficial and positive accomplishments, especially in relation to the international 
institutions. The concept of free trade is just one topic which has been favourably addressed: 


Global free trade promotes global economic growth. It creates jobs, makes companies 
more competitive, and lowers prices for consumers. It also provides poor countries, 
through infusions of foreign capital and technology, with the chance to develop 
economically and, by spreading prosperity, creates the conditions in which democracy 
and respect for human rights may flourish.’ 


14. One relatively small but vocal and violent protest element is the militant anarchist faction, often 
identified as the Black Bloc. Considered to be exponents of a virtually defunct philosophy, anarchists 
received a fillip for their cause in 1995 when the Unabomber’s political manifesto was published. 
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Paradoxically, the manifesto identified technology as a major source of the world’s ills and called for the 
violent destruction of the system, especially the Internet, which in large measure has contributed to 
promoting the anarchist message worldwide. Although some members of the anarchist milieu believe 
that a peaceful, ethical approach should be followed, many defend the use of violence as the only means 
to achieve the classic anarchist society based on small independent communities that function without 
elected leaders. 


bes While most demonstration participants and members of protest groups seek to conduct their 
activities in a peaceful, legitimate manner, militants and extremists have other ideas. The radical, 
extremist participants represented at the demonstrations - whatever their cause - believe the standard 
forms of protest - marching, rhetoric, and placard-waving - have failed to achieve anything of 
importance. They believe it is necessary to undertake “direct action” by inflicting damage on those 
corporations that extend the reach of global trade and technology at the expense of the Earth and its 
poorest citizens. Some of the more aggressive frequently resort to climbing and rapelling techniques to 
scale buildings and other lofty sites to conduct sit-ins or hang banners for publicity purposes. Extremists 
- often anarchists, animal-rights supporters, or environmentalists - indulge in such violent actions as 
smashing windows, setting fires, or trashing shops and fast-food outlets. 


16. No matter the fundamental viewpoint, pro or con, involving globalization, concerns on the part of 
law enforcement and security agencies are very real. While individuals and groups have a right to 
legitimate protest, including non-violent demonstrations whatever their size, they do not have the right to 
close down political meetings. Writing in the 7he Oltawa Citizen, two professors from Carleton 
University have said: 


Democracies have the right and the responsibility to protect free expression and lawful 
assembly. This includes rights for activists and critics. It also includes the rights of 
elected officials to assemble and express their views. The tyranny of small groups, 
minorities or even majorities to prevent the exercise of such rights by trying to shut down 
meetings is unacceptable in a democracy.* 


Groups 


I hees Diversity is a major characteristic of anti-globalization protests and demonstrations, which are 
often described as “multi-generational, multi-class, and multi-issue’”. Participants represent a variety of 
issues and not all are pursuing globalization as their primary target. For some protesters, anti- 
globalization is a principal concern, but for others it is merely a shared goal, with the demonstrations 
simply a means to an end. That is, the combination of groups and participants coming together creates a 
powerful impression and an impact out of all proportion with their individual strengths. The melding of 
the various groups into one large body implies power, and attracts attention and publicity, which, in turn, 
draws more and more participants. Many groups and individuals take part largely because of the 
attention and publicity which are generated, almost in the manner of self-generating growth. Seattle and 
Washington reflect how large the antagonistic audience has become, and the lengths to which participants 
will go in their desire to shut down or impede the spread of globalization. It is an issue with significantly 
more supporters from the left than the right, and features a large component of youth. 


18. To some degree, participation at protests and demonstrations depends upon the subject of the 
targeted meeting or conference. Labour had serious concerns about the proposals scheduled to be 
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discussed at Seattle’s WTO Meeting - consequently labour was well represented, well organized, and 
contributed to the protest funding arrangements. The WB/IMF Meeting in Washington, however, was of 
less interest to labour, drew a much smaller number of labour supporters, and prompted a much lower 
labour profile. The OAS meeting in Windsor also raised labour’s concerns, but when it became evident 
that some of the more contentious issues were not on the agenda, interest waned. As well, because 
Windsor is largely a labour town, it did not behoove labour organizers to create a bad impression. 
Differences of opinion do exist and schisms do impact on attendance and activity at demonstrations; 
during the OAS Conference in Windsor, for example, labour representatives attempted to prevent the 
more violent protesters from storming police barricades. 


19: Protesters represent a broad spectrum of causes and goals - environmentalists, animal-rights 
supporters, union members, human-rights activists, anarchists, even the White supremacist milieu. But 
with the exception of large and prominent organizations, e.g., Greenpeace, the names or titles of groups 
are not significant. Many groups are merely splinters, have few members, are formed briefly for the need 
of the moment, change their names frequently, or are located in a specific region; in many cases, 
individuals are members of several groups at the same time or espouse various causes. Of more 
importance are the causes and motivations, per se, which are represented by the various groups and which 
provide an indication of the likely type of protest activity that might be expected at a demonstration. 


20. Some relatively well-known organizations and causes often are represented at anti-globalization 
demonstrations: the AFL-CIO, appearing on behalf of labour’s interests, and People for Ethical 
Treatment of Animals (PETA), one of several animal-rights support groups. Similarly, Rainforest Action 
Network, Earth First!, and the Sierra Club advocate environmentalism, and Global Exchange, Direct 
Action Network, Nader’s Group, Radical Roots, and Global Trade Watch uphold the human-rights 
banner. Two organizations which have materialized in recent years and play a significant role are the 
California-based Ruckus Society, and the Calgary-based Co-Motion Action. Both specialize in training 
protesters and organizing and managing demonstrations, aspects discussed in greater detail below (see: 
Tactics and Technology). 


PAs The more militant and violent protesters belong to extremist elements associated with many of 
the causes, especially environmentalist, animal-rights, and anti-abortion activists. Extremists currently 
achieving the most notoriety are found among anarchists and members of the Third Position. The former 
are represented in part by the Black Bloc, the Anarchist News Service, the Black Army Faction, and 
Anarchist Action Collective. Individuals identified as members of the Black Bloc were believed 
responsible for much of the violence in Seattle and, to a lesser extent, in Washington. The Black Bloc is a 
loosely organized cluster of anarchist affinity groups and individuals, estimated in North America to 
number a few hundred, who come together to participate in protests and demonstrations'®. The Third 
Position, largely a European phenomenon but spreading rapidly to the USA, is a curious mixture of 
extreme Left and Right political motivations which include the use of violent means of protest". 


‘Tactics and Technology 


22: While diversity has contributed to modernizing and strengthening protests and demonstrations, 
new tactics and technology, collectively and individually, have radically changed the face of protest 
activity and generated renewed life in the reality of demonstrations. Gone are old-style gatherings 
confined to waving placards and banners, declaiming speakers, and moderate, controlled marches in 
specific locations. Not unlike the massive and often vigourous Out of Vietnam and Ban the Bomb 


6 


protests of the ‘60s and ‘70s decades, today’s demonstrations, resurrecting the anarchist theme of “direct 
action”, employ a host of novel methodologies that have given a whole new complexion to the nature of 
the protests. The development and implementation of new tactics are a direct result of the impact of new 
technology and the ability of organizers to use it to their best advantage. 


Pay Creating the foundation for dramatic change, the Internet has had a profound impact - in part by 
enabling organizers to quickly and easily arrange demonstrations and protests, worldwide if necessary. 
Individuals and groups now are able to establish dates, share experiences, accept responsibilities, arrange 
logistics, and initiate a myriad of other taskings that would have been impossible to manage readily and 
rapidly in the past. International protests and demonstrations can be organized for the same date and 
time, so that a series of protests take place in concert. The Internet has breathed new life into the 
anarchist philosophy, permitting communication and coordination without the need for a central source of 
command, and facilitating coordinated actions with minimal resources and bureaucracy. It has allowed 
groups and individuals to cement bonds, file e-mail reports of perceived successes, and recruit members. 


24. Anti-globalists aim by force of numbers to shut down targeted mectings and, in the process, 
paralyze free movement in a host city. In the short term, they carry an economic impact, a form of 
sabotage long endorsed by environmental activists. In the months prior to a campaign, activists attend 
extensive training and educational courses associated with proposed protests and demonstrations. By 
organizing counter summits to run concurrently with international events, as was done during the June, 
2000, World Petroleum Congress in Calgary, activists ensure involvement. Pre-event lectures include 
highly emotive subjects, such as the execution of activist Ken Saro-Wiwa by the Nigerian government in 
1995, and human-rights conditions in Bolivia and Guatemala. Idealism plays a large role, with protesters 
becoming more and more knowledgeable about their subject and sophisticated in their methodology, 
using travelling “road shows” and teach-ins to increase their effectiveness. 


25. The new protest phenomenon has been characterized by the broad range of interests which have 
come together to conduct the demonstrations with minimal dissension. “Reclaim The Streets”, a UK- 
based initiative that originated with street parties or “raves” in the mid-1990s, is a tactical concept that 
protesters have adopted to promote their causes en masse’, and which gave rise to the massive gatherings 
at Seattle and Washington. The methodology has been remarkable in terms of organization, especially 
because a central “director” is not evident and, in part, the resulting lack of infighting has been the secret 
of success. Like the Internet itself, the anti-globalist movement is a body that manages to survive and 
even thrive without a head. However, radical elements and extremists are taking advantage both of the 
absence of a controlling element and the events themselves to indulge in violence, which is not the stated 
intent of demonstration participants. 


26. One of the more impressive innovations has been the method of organizing, arranging, and 
directing the operational and administrative activities associated with the demonstrations - accomplished 
effectively without the obvious influence of central authority, command, or control. In many ways, the 
system is very similar to that advocated by anarchists of the libertarian socialist philosophy. Activities 
begin with like-minded individuals who gather in affinity groups across the country, plan their roles, and 
travel to the site of the demonstration. Once at the site, they join with other like-minded affinity groups 
to form clusters and to select a spokesperson who attends the daily spokescouncil. At the latter, 
discussions are held and information passed concerning operational and administrative activities - 
arrangements for accommodation, feeding, legal advice, types of actions to be implemented. Locations 
are chosen for certain activities and agreements reached concerning the types of protest actions to be 
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undertaken, although complete agreement is not always achieved - the more militant or extremist 
elements usually do as they please. 


27. Some clusters undertake specific taskings and responsibilities, such as securing food, 
transportation, and accommodation, making legal arrangements, and forming into working groups to cope 
with the range of logistical, administrative, and operational requirements necessary for a successful 
protest (e.g., media, training, legal, transportation, issues, permitted actions, scenarios, propaganda, 
medical, fundraising, communications). Prior to the Washington IMF/WB demonstration, a number of 
affinity groups met several months in advance, as did representatives of the spokescouncil and the 
working groups. Some sponsors, representatives of labour organizations, and a broad range of causes 
formed coalitions for the purpose of “mobilizing” participants. Again, the availability of the Internet 
permitted them to share ideas, experiences, and problems from a global perspective. 


28. Cellphones constitute a basic means of communication and control, allowing protest organizers to 
employ the concepts of mobility and reserves and to move groups from place to place as needed. The 
mobility of demonstrators makes it difficult for law enforcement and security personnel to attempt to 
offset their opponents through the presence of overwhelming numbers. It is now necessary for security to 
be equally mobile, capable of readily deploying reserves, monitoring the communications of protesters, 
and, whenever possible, anticipating the intentions of the demonstrators. In some cases, the extremist 
elements, e.g., Black Bloc anarchists, have used the ranks of moderate protesters as shields to prevent law 
enforcement personnel from viewing violent activities and from getting into position to stop the damage. 


29. Protesters have learned to employ both kerosene and vinegar-soaked rags for anti-tear gas and 
anti-pepper spray purposes, and to use a combination of chicken wire, PVC pipe, and linked arms to 
create almost immoveable street barricades. As well, a technique which harks back at least three decades 
to anti-nuclear and Left and Right Wing demonstrations in Great Britain, the renewed use of ball 
bearings and marbles against police horses has been suggested. Among the use of new technologies, 
Pretty Good Privacy (PGP) is the preferred means of encrypting communications on the Internet. As well, 
the anti-globalists have adopted media-savvy techniques developed and refined by environmental 
activists. For example, during the 26-30 March, 2000, BIO 2000 biotechnology conference held in 
Boston, protestors against genetically modified food set up the 'Boston Independent Media Centre', which 
posted photos, stories and audio clips on its Web site throughout the week of protests. 


30). The Ruckus Society, a Berkeley, California-based group formed in 1995, has made a specialty of 
training protesters to meet the challenges encountered in demonstrating effectively, e.g., the placement of 
banners and individuals in critical locations, overcoming obstacles, and evading security controls. 
Ruckus played a leading role in preparing demonstrators participating at Seattle and Washington, and 
previously trained environmentalists in civil disobedience in Alberta and British Columbia. 
Representatives were present in Windsor and Calgary, prior to the OAS and WPC conferences, to teach 
demonstrators various improved protest techniques’*. An offshoot Canadian group, Co-Motion Action, 
conducted a training camp in Banff to prepare protesters for the World Petroleum Congress. Among 
direct action and civil disobedience lessons taught are use of the Internet, cellphones, video cameras, 
scaling walls, climbing trees, creating human blockades, scouting sites, and forming plans to combat 
police tactics". 


Funding 


Si Financial and material support of protesters and demonstrations, partly self-generated and partly 
raised by contributions from interested parties, is fundamentally a matter of initiative and imagination. 
Again, the Internet facilitates protest activities, offering a fast, simple, and inexpensive method of 
communication for organizing, motivating and encouraging attendecs, sharing expericnces and ideas, and 
soliciting funds. Many participants make their own way to demonstration sites, securing their own 
transportation, food, and accommodation; frequently, attendees share their capabilities and facilities and 
are assisted by like-minded groups and individuals at the demonstration location. Some funding 
originates with the large and better-known protest organizations such as the Direct Action Network and 
the Alliance for Global Justice'’. Protesters attending demonstrations considered to be in the interest of 
labour are often provided funds, transportation, meals, and lodging by labour unions and affiliated 
groups. 


a2 The San Francisco-based human-rights group, Global Action, provides an example of the 
cooperative and collegial relationships which exist in support of demonstration organizers and 
participants. A nine-person protest team conducted a 20-cily tour using shared and borrowed vehicles 
prior to the Washington IMF/WB demonstration. The tour was arranged by e-mail correspondence, 
which also facilitated the team’s housing and food during the journey. In return, the team conducted 
meetings, teach-ins, rallies and promotional activities to encourage attendance in Washington. 


a. Funds are raised variously by solicitation, sales of badges, T-shirts, and other paraphenalia which 
publicize the range of protest movements. Other sources of funding are training courses, such as those 
run by The Ruckus Society and Co-motion Action, which charge $125.00 per attendee but request that 
participants pay as much as they can afford'®. Fundamentally, the protesters and the actual 
demonstrations do not of themselves require huge financial support. Much of what is undertaken is 
improvised and ad hoc, and does not result from the efforts of large self-interested lobbies or 
conspiracies. The closest approximation to organized support is that represented by labour’s activism, 
which has included publicity and the provision of buses to transport participants. 


Implications for Canada 


34. A member of many of the organizations that have been subjected to, or are targeted for, protest 
actions (WTO, IMF, WB, OAS, WPC) at home and abroad, Canada is a favoured venue for international 
conferences. Governments at all levels in Canada make a practice of inviting and encouraging 
organizations to hold their meetings and conferences at various locations across the nation. The concept 
is good for business and serves to raise Canada’s democratic profile in world affairs. Paradoxically, 
however, Canada’s positive image could be marred by the occurrence of protests and demonstrations, and 
especially by associated unfavourable media coverage. Similarly, some authorities suggest Canada’s 
reputation and interests abroad could suffer if the country is identified as a member of institutions 
targeted by foreign protests and demonstrations. 


25) Although the majority of demonstrations are intended to be pacific, violence does occur and 
protests can be disruptive and expensive. While security agencies must know the nature of the opposition 
they are facing and be prepared, they must be careful of the form and extent of their response. 
Excessively draconian procedures could have a deleterious effect and provide the protesters with 
propaganda material to be used against the government and security elements. Further, care must be 
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taken that security does not create the atmosphere of an armed camp which restricts and inegnveniences 
the movement of conference attendees and irritates local business interests. Ultimately, security forces 
and policy makers also must recognize the possibility of increased levels of violence on the part of some 
extremists who may become frustrated by the protective measures in place at targeted conferences and 
meetings. 


OUTLOOK 


36. Anti-globalization protests and demonstrations will continue. In fact, many non-associated 
groups will seize on the anti-globalization theme as a convenient rationale to participate in 
demonstrations, making it difficult to accurately forecast security needs. Conference organizers, security 
agencies, and law enforcement personnel will have to accept that reality and the inherent challenge, 
which will demand adequate contingency planning. Sound intelligence arrangements will be crucial to 
the successful implementation of precautionary measures, especially to avoid errors of over- or under- 
commitment of resources and to preclude draconian responses or steps which would promote violent 
reactions from protesters. Extremist fringe elements will seek any excuse to indulge in aggressive tactics 
or resort to destructive activities. Clashes amongst demonstrators and between protesters and security 
peronnel have become a standard feature of many conference demonstrations, and some anarchist groups 
are calling for more violent involvement. 


ag North America, Europe, and the United Kingdom will likely be the most affected areas, largely 
because the majority of targeted meetings and conferences are scheduled there. Prominent locales such 
as London, Paris, Berlin, Vienna, and Prague are attractive to delegates, media, and protesters alike, as 
were Washington and Seattle. Within relatively easy travel distance, even for trans-atlantic journeys, 
they are readily accessible, offer a wide range of amenities, and possess excellent communications. As 
well, such major capital cities have a cachet that enhances the impact of media coverage and encourages 
the presence and extraordinary actions of demonstrators. 


38. Distance and remote location remain factors in curtailing the presence of demonstrators to some 
degree, but are not sufficient to ensure security or constrain the influence of pressure groups. For 
example, early in May, the annual meeting of the Asian Development Bank at Chiang Mai, Thailand, was 
overwhelmed by 4,000 protesters demanding an end to policies they claimed punished the poor. Inspired 
by events in Washington and Seattle, protesters caught police by surprise when they stormed security 
barricades.'’ The July G-8 Summit on Okinawa was peaceful, largely because heavy security precautions 
combined with high costs for transportation, accomodation and logistic support to deter the presence of 
large numbers of protesters. Nonethcless, a day prior to the conference, thousands of people staged 
protests across Japan and students marched in Tokyo, shouting “Smash the summit.” '° 


39. While location will have an influence on the number and type of demonstrators present at a 
conference, the purpose and nature of the gathering will be a much more decisive factor. Significant 
meetings, especially those featuring senior government or corporate leaders, such as G-8 Summits and 
IMF meetings, will attract large numbers of peaceful protesters, as well as those predisposed to violent 
activities. As well, the lack of obvious achievement by principals during a preceding conference, such as 
failure to approve debt relief for poor countries, may serve to mobilize thousands more protesters and 
trigger a wave of anger and outrage at subsequent events. Representatives of lobby groups who were 
present on Okinawa voiced their disatisfaction with the outcome and claimed their frustration will lead to 
protests “that will eclipse events in Seattle.”!” 
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40. The Internet will continue to play a large role in the success or failure of globalization protests 
and demonstrations. Groups will use the Internet to identify and publicize targets, solicit and encourage 
support, organize and communicate information and instructions, recruit, raise funds, and as a means of 
promoting their various individual and collective aims. The Internet remains a major source of protest 
motivation and planning; it will require careful monitoring by conference planners to determine the 
intentions and goals of demonstrators, and to forestall unexpected incidents. 


41. Continued presence and use of large numbers of security forces, fencing, and similar restrictive 
measures could dampen the enthusiasm of protesters and might gradually reduce the size of some 
gatherings, as could adverse weather conditions. But, as demonstrated by extremist animal-rights and 
environmental activists, security measures could prompt a rise in the scale of violence from smashing 
windows to arson attacks, the use of explosive devices, and even physical threats against individuals, 
including posting warning letters purported to contain contaminated razor blades. The situation is 
paradoxical: the interest of targeted institutions and their membership in holding meetings on Canadian 
soil could wane if faced with stringent security precautions and movement restrictions. Conversely, 
Seattle-type disturbances and interference could similarly engender a loss of interest in using Canadian 
venues for international conferences and meetings which might prove attractive to demonstrators. 
Nonetheless, it has been established that antiglobalists are organizing against a number of international 
meetings in Canada, including the April 2001 Summit of the Americas in Quebec City. Given the 
virulent anti-globalization rhetoric directed against the Organization of American States (OAS), the threat 
of Summit-associated violence in Quebec City cannot be ruled out. 
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